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Executive Summary 
This report presents analysis of selected case law in criminal matters examining the 

relationship between the use of electronic evidence and the application of the 

presumption of innocence. The case law has been selected at national level – Bulgaria, 

Poland, Croatia, Slovakia, the Czech Republic and Slovenia, and at European level – the 

Court of Justice of the European Union and the European Court of Human Rights.  

The analysis focuses on the progress of the identified national case law through the 

respective judicial instances and notes on any changes in the indictment and/ or the 

judicial decision, while commenting on the (non)involvement of expert witnesses/ 

forensic examiners, the (non)collaboration with electronic and internet service 

providers, and last but not least the (non)cross-border cooperation. The treatment of 

the procedural parties is likewise presented. The same approach is applied to the 

European case law. Conclusions are drawn looking for similarities but also best 

practices which might find universal application.  
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1. Purpose of the case law analysis  
The main aim of the current report is to present information on the partner countries 

– Bulgaria, Poland, Croatia, Slovakia, the Czech Republic and Slovenia, as well as the 

ECtHR and CJEU case-law relating to the presumption of innocence in the context of 

using e- evidence. It also focuses on the existing practices and existing/potential 

challenges in ensuring procedural rights of the persons suspected or accused of crime, 

in particular the right to be presumed innocent until proven guilty, and its application 

in regard to the usage of electronic evidence. The purpose of this analysis is also to 

identify opportunities and barriers to allow the creation of European policy guidelines.  

As part of the data collection activities all partners contributed with providing reviews 

of national case law, basing their analysis on a data collection template (available as 

Appendix 1). The current document also includes the evaluation of the data collection 

results for both the domestic and European case law. These outcomes were 

consequently discussed in an online focus group during which further insights were 

introduced and deliberated. 

2. Data Collection Methods 
The data analysed in the current report has been collected via a dedicated template 

(Appendix 1). This template includes the 7 main sections, each of them covering 

different aspects of the respective case in order for a detailed review to be achieved: 

• The first section “Details of the case” includes the information of the parties, the 

competent court, the stage of the criminal proceedings, the year of start and end 

of the criminal proceedings. It acts as an introduction to the case as well as to 

inform of the stage of the case and the competent court concerned.  

• The second field “Facts of the case” describes the crime, and the key facts of the 

case that are relevant to the use of e-evidence and its impact on the right to fair 

trial from legal and practical standpoint.  

• The next section “The relevant legal issues” includes the key issues in relation to 

the interpretation of the right to fair trial when applying e-evidence and application 

of the applicable legal framework. It also covers the provisions which were named 

in the indictment and those outlined in the court’s decision.  

• The section after that is dedicated to “The relevant practical issues” in relation to 

the practices of the investigating and prosecuting authorities which may have 

impacted the right to fair trial in the effective investigation and prosecution of the 

case.  

• The fifth field in the template - “Collaboration”, includes information whether there 

was ongoing cross-border collaboration, or collaboration with electronic service 

providers/ Internet Service Providers.  

• The next section is the “Outcome of the case”, which describes the outcome of the 

case, with reference to the different stages of the proceedings and the crime(s) the 

defendant was acquitted/convicted for. The usage of this template for the analysis 

of all national and European cases will allow the coherent and comparable 

collection of the findings. 



A minimum of 3 cases from each partner country (Bulgaria, Poland, Croatia, Slovakia, 

Czech Republic and Slovenia) have been analysed in order for conclusions at national 

level to be drawn. All of them concern sentences and respective courts decisions that 

considered electronic evidence. In addition to this, the connection between this type 

of evidence and the presumption of evidence was also examined into detail. Each of 

the partners has been responsible for the data collection from their respective county. 

In addition to these national analyses, data was collected at European level. Cases 

from the ECtHR and CJEU have been reviewed, and the gaps and needs at EU level 

have been identified. Each of these cases, in addition to the analyses conducted in the 

sections below, are also included as part of the annexes in the current report. 

3. Scope of the case law analysis 
As mentioned above, the main aim of this report is to present data concerning the 

implementation of the presumption of innocence in the context of electronic evidence 

use. The selected case law was also chosen based on the topic and impact level. All 

identified cases refer to court decisions issued after 2010 in order for the most up to 

date and relevant data to be collected. In addition, some of the sections below include 

comparative analysis on the basis of the conclusions of the reviewed national and 

European cases. 

The national data collection covers 6 EU jurisdictions, each of the partner countries – 

Bulgaria, Croatia, Poland, Slovakia, Slovenia, the Czech Republic. The geographical 

scope of INNOCENT is driven by the cultural and legal similarities of the selected 

jurisdictions.1 These allow the identification of issues commonly met in the selected 

jurisdictions, therefore, the exchange of good practices between them will also be 

more relevant. 

 
1 M Mendelski, “The EU’s Rule of Law Promotion in Central and Eastern Europe: Where and Why 

Does it Fail, and What Can be Done About It?”, p.10, Global Rule of Law Exchange Practice Notes, 

Bingham Centre for the Rule of Law, London, 2016. 



4.  Bulgarian case law analysis 

 

4.1. Investigation methods and identified issues 
Five cases decided under the Bulgarian jurisdiction have been analysed. They concern 

different types of crime, including murder, dissemination of child pornography and 

unlawful access to information. Although some of them have violent aspects, while 

others do not, they were chosen due to the role that electronic evidence had in them. 

It could be seen from the analysis below that in all cases, evidence in electronic format 

had greatly influenced the outcome of the cases. In addition, its connection with the 

implementation of the presumption of innocence could also be noticed, as well as the 

balance between the presumption of innocence and the right to fair trial in general 

and the use of electronic evidence in practice. The data collection aimed to cover 

different topics, considered in the court’s judgements, in order for an objective review 

to be done regarding the implementation of the presumption of innocence in the 

context of electronic evidence. The approximate length of the described proceedings 

is from 2 to 5 years. It could be concluded from the cases below that during the 

investigation phase this type of evidence is being generally considered, however, 

electronic evidence governance still needs to be fully incorporated into the Bulgarian 

legislation.  



The first Bulgarian case2 concerns the offence of murder. The initial proceedings 

started in 2007 and the final decision has been ruled in 2012. Various forensic 

examinations have been carried out with respect to numerous telephone records and 

GPS mapping locations in order to identify the actual location of the defendant at the 

time of the crime. It was found that the conclusions of the cartographic forensic 

examination and the data from the call records by the telecom operator, have been 

misinterpreted and contradict the explanations of the defendant and the three 

witnesses who were his colleagues about his whereabouts at the time of the murder. 

The data from the call records of the conversations of the defendant and the victim 

were ignored during the investigation, although they could have proven the 

statements by the defendant and the witnesses false. This negligence towards this 

evidence significantly influenced the lower instances courts’ decision as it led to the 

acquittal of the defendant, which was later revoked by the cassation court. If an 

adequate and detailed examination of this data had been done, the guilt of the 

defendant could have been established at a much earlier stage, thus avoiding the 

prolonged proceedings. This is an example of how, even though electronic evidence 

has been considered, it has not been examined properly, therefore, it did not serve its 

purpose of providing actual information that will lead to the solving of the case. 

The criminal proceedings in the second case3 have been initiated in 2015 and the final 

decision has been ruled in 2019, concerning the offence of unlawful access to an 

information system. The defendant was accused of unlawfully accessing the computer 

system of his ex-employer company and that computer data constituting personal 

data had been compromised in the conditions of a continuous crime with 11 acts. In 

this case, one of the main items that were admitted as evidence, was the defendant’s 

computer. In the sections below it is described in greater detail how, even though the 

electronic evidence has been carefully considered, some technical aspects did not 

allow for this evidence to serve as an undoubtful proof of the defendant’s guilt. 

The third case4 concerns the charge of pornographic materials’ possession and 

creation of such with persons under the age of 18. The start of the criminal 

proceedings against the defendant was in 2010 and the final court decision is from 

2012. During the proceedings, a violation of the procedural rights of the defendant 

was claimed. Upon data provided by Interpol-Wiesbaden, it was established that the 

defendant was a suspected user of a platform for child pornographic content. A search 

and seizure were carried out in the apartment occupied by the defendant and his 

parents. Apart from the several technical aspects, described in the sections below, it 

was also found that during the investigation the administrator of the platform in 

question had not been contacted, which would have made possible to further collect 

of evidence. 

The criminal proceedings in the fourth case5 were initiated in 2021 upon indictment 

that the accused has repeatedly driven a motor vehicle after the use of narcotic 

 
2 Case no. 2485/2003 
3 Case No 524/2019 
4 Case 5895/2012 
5 No. 50114 



substances. The legal documentation before the court of first instance was submitted 

entirely on paper. The second instance court issued them as certified copies of 

documents signed with an electronic signature rather than as documents with hand 

signature. This later became one of the main questions before the third instance court  

The fifth case6, starting in 2010, final decision delivered in 2014, concerns the offence 

of offering and distributing of pornographic materials involving persons under 18 

years of age, or persons who look like such, via the Internet-chat program "Hello". The 

defence claimed that the first instance court incorrectly analysed the evidentiary 

material collected, ignoring the testimony of a witness interrogated by delegation - a 

police officer at Interpol Ottawa in Canada. In addition, an encrypted CD provided by 

Interpol-Ottawa could not be accessed by the court without specified access 

password. Although these aspects were carefully considered in the court, in its final 

decision it was ruled that during the investigation and lower instances hearings no 

procedural rights were infringed. 

4.2. Collaborations 
The majority of the analysed cases involve expert witnesses that delivered an expert 

opinion in regard to the collection and examination of electronic evidence. They 

undoubtfully had an important role in the outcome of the case as they outlined the 

level of reliability and authenticity of a certain piece of evidence. In addition, two of 

the cases concerned international cooperation with Interpol, which proves that the 

cross-border exchange of information could significantly increase the number of 

identified crime, such as child pornography. 

In the first case7 the court has rejected the conclusion of the cartographic forensic 

examination as it credited a letter where the respective telecom operator commented 

on the state and capacity of its system four years after the commission of the act, and 

not on its state as per 2002. The expert witness’ opinion was based on data from 2003 

- a year after the criminal act was committed, thus assuming that at the date of the 

forensic report the system had not changed in any significant way for the past year. 

The baseline data presented by the expert witness’ report, as of one year later than 

the date of the crime, was consistent with the location of the cellular antennas at the 

time of its preparation, so that the argument that their range had changed significantly 

was untenable. 

Forensics repots have been delivered as well in the second case8 in regard to the 

electronic evidence. They have been relied on during the proceedings as they stated 

that the specific person who had accessed the information system could not be 

identified due to technical reasons. This shows the expert witness’ important role in 

regard to the implementation of the presumption of innocence as they are the only 

one that have the necessary knowledge to assess the reliability of a certain piece of 

evidence.  

 
6 Case No. 1465/2010 
7 Case no. 2485/2003 
8 Case No 524/2019 



The third case9 is an example of collaborations at different levels – the cooperation 

between the Interpol-Wiesbaden and the Bulgarian Ministry of Interior regarding a 

signal for the use of the software "eDonkey 2000" and also the collaboration with 

experts during the investigation and proceedings regarding the technical aspects of 

the identification and examination of evidence. Despite the fact that this cooperation 

is one of the main reasons for the case ending up in court, there are also many 

important aspects that were neglected during the evidence collection and 

examination that led to the outcome of the current case. Some of the traits that might 

have led to conclusive pieces of electronic evidence had not been fully followed, which 

later significantly influenced the proceedings’ outcome. 

The fourth case10 does not include any explicitly mentioned cooperation as its main 

focus is the defendant’s rights to access the information relevant to the criminal 

proceedings. 

The collaboration with the expert witnesses had a major role in the fifth case11. Based 

on their skills and knowledge, it was established that no stored or deleted files were 

found on the computers used by the defendant that would match those sent by means 

of the "Hello" program, and it was not established that this chat program was installed 

on any of the computers used by the defendant. In addition, it was also proven without 

doubt that it was the defendant’s IP from which the files were sent. However, they also 

outlined the fact that it is possible for another person, besides the defendant, to have 

done it from his IP address, which could be claimed to have acted as a safeguard for 

the presumption of innocence. 

4.3. Nature of legal issues 
The section below describes the main legal issues which have been identified during 

the data collection. The main focus in the majority of the cases was proving whether 

it was precisely the respective defendant the one who has committed the respective 

criminal act. Due to the fact that there is a general risk of an unauthorised remote 

access to any person’s network, nobody’s guilt could be proven beyond the reasonable 

doubt. The identified cases show the difficult balance between respecting the 

presumption of innocence and accessing evidence to undoubtfully prove the guilt.  

The appellate court in the first case12 did not consider the call records between the 

defendant and the victim that took place in the areas near the crime scene. The court's 

findings failed to account for the difference in the remoteness of the area where the 

defendant claimed to had been. It also ignored the forensic examination’s conclusion 

that a telecommunication cell has a specific range of coverage perimeter. This directly 

concerned the fact that the calls made by the defendant and the victim during the time 

period in question were covered by the cellular antennas referred to in the expert 

witness’ report, which also served the area where the criminal act was committed. This 

shows that in this specific case both the investigation and judiciary were not entirely 

 
9 Case 5895/2012 
10 No. 50114 
11 Case No. 1465/2010 
12 Case no. 2485/2003 



prepared to deal with the electronic evidence adequately in a manner that serves the 

proceedings. 

The evidence in the second case13 unequivocally established unregulated access to the 

websites of the company through a malicious code launched by a hacker group, 

carried out by a person with prior access to the company's system at administrative 

level. However, it has not been established whether this malicious code was launched 

precisely by the defendant. The facts that the defendant had the necessary access and 

skills and that he built parallel websites of the same type and purchased domains were 

insufficient for the competent court to conclude that he was the one who 

implemented the malicious code because this would have been only an assumption. 

According to the appellate court, it was impossible for the accused to be connected 

directly with the e-mail established in the system settings of the websites, receiving 

internal company information. The fact that this is the email that could only direct the 

site to a server with an IP address where the domain was registered by the accused is 

also considered not sufficient proof. The court stated that this decision secures the 

principle of the burden of the proof while the prosecution could not fulfil it in 

compliance with the rules for fair trial and in compliance with the requirements of the 

law for issuing a judgment of conviction, namely - only when the accusation is proven 

beyond the reasonable doubt. 

The essential problem in the third case14 was the lack of description of the criminal act 

in the indictment - when and how the defendant gained access to the incriminated 

pornographic materials. In addition, the defendant was not presented with specific 

facts upon which to defend himself in connection with the process of downloading the 

files containing the incriminated pornographic material onto the hard drive of the 

incriminated computer system. Therefore, it should be assumed that there was a 

substantial procedural violation, which limited the defendant's rights to organise his 

defence. The forensic computer and technical expertise established that the holding 

of the pornographic material require a user registration to the program "eMule". The 

decryption of the information regarding the username could have been done by the 

administrator, who holds the rights to the programme itself, but no actions were taken 

in this regard during the investigation. However, such actions were of great 

importance in regard to the prosecution of the defendant. In addition, evidence was 

found that a Trojan virus was installed on the accused computer, which could 

download files from or to the computer in question without the user's knowledge or 

consent. Once the risk of files’ manipulation on the accused’s computer was 

established, proving the accusation in the necessary undoubted and indisputable way 

required establishing the exact moment of infection with this virus and establishing 

whether there were files with pornographic content downloaded (and simultaneously 

distributed) prior to this moment. 

According to the Supreme Court of Cassation in the fourth case15, the second instance 

court had made a procedural violation. The normative requirements are to be 

 
13 Case No 524/2019 
14 Case 5895/2012 
15 No. 50114 



interpreted in relation to the provisions of Art. 6 and Art. 13 of the European 

Convention of Human Rights (ECHR) regarding the right to fair trial and the right to 

effective legal remedies and Art. 41, §2, b. "b" of the Charter of Fundamental Rights of 

the European Union (the Charter), establishing the right of access of every person to 

the documents that concern them. It is therefore relevant to examine whether the 

normative criminal proceedings’ requirements are to be interpreted so that an 

obligation exists for the court to provide access to the original paper documents 

instead of electronic documents signed with an electronic signature. 

According to the search and seizure report in the fifth case16, the router used was not 

seized from the defendant's home and it was impossible to determine whether his IP 

address was protected or not. No incriminating files were found on his computer. It 

was established that an IP address could be breached by another person located 

nearby, if not password protected. The evidence supports the defendant's argument 

that another person could have used his IP address and sent the files. However, it was 

undoubtful that the files were sent from the same IP address based on the 

investigation and produced reports. Nevertheless, this fact is not sufficient for the 

court to accept that it was the defendant who participated in the Internet 

communication and that he sent the incriminated pornographic materials, since it is 

impossible to establish with certainty whether another person did not use this e-mail 

or simply indicated this mailbox when registering in the "Hello" chat program. 

4.4. Nature of practical issues 
The five identified cases include practical issues that are closely connected to proving 

the authenticity and integrity of electronic evidence. One of the significant challenges 

identified should the main source of evidence is in electronic format, is to ensure that 

no modifications have been made during the course of the investigation or the trial 

proceedings. Different practices are applied in this direction, however, as it can be 

seen from the identified case law, there are still instances where file integrity is not 

guaranteed. Another concern is the fact that in an online environment it is very difficult 

to prove who is committing the criminal act. Although in most of the cases, the practice 

of tracing IP addresses is followed, the possibility of someone else accessing the same 

IP is also considered. In such cases it is left to the court to decide which probability is 

more likely, therefore defining the balance between the presumption of innocence 

and the electronic evidence conclusions. This shows the importance of the judiciary’s 

skills and competence in the context of assessing electronic evidence and their 

implementation. 

In the first case17 one of the main practical issues is the lack of considering the forensic 

examination’s report by the court. In this instance, the court completely neglected the 

provided conclusions, although it could have significantly relied on them in order to 

deliver a sentence as they were proving the location of the defendant near the crime 

scene.  

 
16 Case No. 1465/2010 
17 Case no. 2485/2003 



The defence in the second case18 appealed on the grounds that upon careful 

examination of the forensic technical computer report, it was established that all the 

records that were made on the website and were provided to the investigation 

authorities can be manipulated by any person with administrator’s rights. The 

unregulated access was detected via a dynamic IP address as there was no way to 

determine which person specifically accessed it. The facts showed that there is a 

possibility that other persons might have also had access. Therefore, it could not have 

been concluded it was the defendant who accessed the websites, especially since after 

his departure, the access passwords were changed, and considering the dynamic IP 

address. In regard to the lack of evidentiary seizure, it was noted that the computer 

system of the defendant was not seized by the investigative authorities in a timely 

manner. This was one of the reasons why during the court proceedings was 

impossible to examine the IP addresses and the traffic data. 

The practical issues in the third case19 are closely connected to the manner in which 

the evidence trails have been followed and handled. Although, there was a possibility 

for the username information to be described by the administrator of the programme, 

no such inquiries were taken during the investigation stage. This would have been of 

great importance in regard to the consequent proceedings. In addition, the finding of 

the virus on the defendant’s computer completely undermines the indictment at it 

casts significant doubt on the fact whether the found pornographic files were actually 

put there by the defendant or by the person who has installed the virus. 

The fourth case20 concerns the access of documentation when stored in an electronic 

environment. An information system contains all electronic documents and 

information provided by the participants in the proceedings and the judicial 

authorities in connection with exercised procedural rights. Therefore, the courts 

should provide remote, continuous, and free access, as well as technologies and 

means of access, to the electronic file of right holders in order to secure the right to a 

fair trial and the right to effective legal remedy. 

In the fifth case21 before the first instance court, it was found that it was impossible to 

open and read the encrypted hard disk, sent by Interpol-Canada and, thus impossible 

to be admitted as physical evidence to the case. Due to the inability to open and read 

the encrypted file, it is also impossible to establish the content of the conversation 

within the Hello programme between the users and the type of files sent by the first. 

However, this disc was read in the pre-trial proceedings during the assigned forensic 

audio-visual examination, according to which 356 photographic images were indecent, 

unacceptable, and incompatible with public morals. But in view of the centrality of the 

trial phase of the criminal proceedings and the principle of immediacy in the collection 

of evidence, the court found that since the content of the disk cannot be reproduced 

during the trial and the other participant in the Internet communication couldn’t be 

interrogated, the specific content of the incriminated conversation could not have 

 
18 Case No 524/2019 
19 Case 5895/2012 
20 No. 50114 
21 Case No. 1465/2010 



been established in a proper manner, and accordingly, the distribution and offering of 

pornographic materials is not proven. 

4.5. Victims and defendant – two sides of a criminal 
proceeding 

The identified cases allow to observe that the court had carefully considered the 

defendants’ procedural and fundamental rights in all of them. It might also be argued 

that the presumption of innocence in some of the cases had been overly relied on in 

contrast with what the particular cases’ circumstance suppose. Nevertheless, the 

Bulgarian court as per presented case law has tried to keep the balance between the 

defendant’s rights and presented evidence, especially in cases where the electronic 

evidence has proven not to be of conclusive nature. 

In the first case22, it could be claimed that the presumption of innocence has been fully 

guaranteed. The lower instances courts relied on witness’ statements and the 

defendant’s self-declaration, claiming that he was not at the location of the crime 

scene at the time of the criminal act. The court did not carefully examine evidence that 

later proved incriminating such as the calls made between the defendant and the 

victim. When the final sentence was delivered, the defendant was also sentenced to 

compensate the non-pecuniary damage caused to the civil plaintiffs by the criminal 

act, together with the statutory interest from the day of the act until the final payment 

of the amount. 

The second case23 shows the adequate implementation of two main legal principles – 

the burden of proof and the presumption of innocence. Due to the lack of sufficient 

evidence, the court did not establish the guilt of the defendant as it could not be 

proven beyond reasonable doubt. There are several circumstances in the case that do 

not allow the identification of the specific person that had accessed the information 

system. Therefore, it could not be proven that it was the defendant, despite the 

numerous facts from which this could be assumed. 

One of the questions raised in the third case24 was whether the defendant’s 

procedural rights have been duly respected. There are several claims that he did not 

receive the required information that was needed to adequately prepare his defence. 

Furthermore, once the fact that a malicious virus has been installed on his computer 

was established, the presumption of innocence had been respected and the court 

ruled that he could not be proven guilty beyond reasonable doubt since there is a 

significant risk of file manipulation. 

The fourth case25 specifically concerns the implementation of the defendant’s right to 

receive information regarding the proceedings and access to the evidence. The 

 
22 Case no. 2485/2003 
23 Case No 524/2019 
24 Case 5895/2012 
25 No. 50114 



judgment confirms that the defendant needs to have access to the information at all 

instances, no matter the form of the data – physical or electronic. 

The fifth case26 is an example of the difficult balance between establishing an 

undoubtful chain of evidence that will result in a rightful sentence and respecting the 

procedural rights of the person accused. Although there were aspects that have 

proven the possibility of another person committing the criminal act while using the 

defendant’s IP address, evidence was also presented that his personal data was used 

for the registration of the user account that has sent the respective files. In addition, 

no incriminating files were found on the accused computer. The lower instance court 

had guaranteed the defendant’s presumption of innocence, confirmed by the 

appellate court which held that there were no violations of the defendant’s rights. 

Therefore, the delivered sentence was a result of a fair trial. 

4.6. Conviction rates 
The final decisions in the five cases show different approach and results. Some of them 

upheld the previous sentence, while others revoked them. In all of them electronic 

evidence had a significant role, either by confirming the defendant’s guilt or by 

providing new aspects for consideration before the court. 

In the first case27 the cassation court revoked the previous decision, holding the 

defendant guilty and sentencing him to ten years of imprisonment. This was a direct 

result of the electronic evidence (i.e. the location of the defendant’s mobile phone and 

the calls he made) that was able prove the defendant had been at the crime scene at 

the time of the commitment of the offence. 

The Court has confirmed the initial decision in the second case28, terminating the 

criminal proceedings due to the impossibility of proving who is the perpetrator of the 

crime. This decision shows the Bulgarian court upholds the presumption of innocence 

adequately.  

It was held in the third case29 that the substantial procedural violation can only be 

remedied by a prosecutor through submitting a new indictment. Therefore, the Court 

voided the judgement and returned the case for a new examination by the prosecutor 

to eliminate committed recoverable violations of the procedural rules. This decision 

proves that the Court is prepared to void a conviction if any of the defendant’s 

procedural and fundamental rights had been infringed during the proceedings by the 

investigators or the prosecution. 

The third instance court in the fourth case30 had given the guidance that procedural 

documents in the trial phase of the proceedings should be in the same format - 

physically or electronically, across all competent instances. In addition, until the 

introduction of full-fledged and real electronic justice in Bulgaria, it is mandatory for 
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courts to prepare originals of the acts with handwritten signatures for initiated all 

cases and if this is not possible specific, requirements need to be followed. 

The appellate court and the district court in the fifth case31 concluded that it was 

impossible to establish the connection between the incriminated pornographic 

content and the defendant. However, the appellate court did not find incorrect 

application of the substantive law, significant violations of the procedural rules or 

unreasonableness, giving grounds for annulment or amendment of the sentence, and 

had concluded that the judgement should be confirmed. 

5.  Polish case law analysis 

 

5.1. Investigation methods and identified issues 
Four cases under the Polish legal system were identified, all of which based their 

decisions on evidence presented in electronic form. None of them concerns violent 

crimes directly, although the actions of the accused in one of them led to the murder 

of a person. The length of the proceedings differs in the different cases, being from 3 

to 10 years from the time of the crime commitment until the end of the proceedings. 

In some of them it was the prosecutor actions that put a focus on the electronic 

evidence, while in other the investigators closely followed these traces. The courts, 

however, especially those of lower instance, have showed little or no understanding 
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in regard to this type of evidence. Although the presumption of innocence was not 

explicitly mentioned in all cases, it is observed that the pronounced judgements had 

strongly considered it as well as other procedural and fundamental rights. 

The first identified case32 concerns the offence of aiding to murder by providing 

telecommunication data of the victim’s location. The accused used his work access to 

provide information to another person who committed murder. Most of the evidence 

in this case was found on the defendant’s computer. Therefore, a forensic computer 

examination was appointed; however, the respective forensic examiner did not follow 

the most recent research developments and current practice for dealing with 

electronic files, which consequently became a subject of a legal dispute between the 

defendant and court. The proceedings lasted 5 years. In this period, the case has gone 

through couple of courts, ending up with a final decision by the Polish Supreme Court. 

The second case33 concerns the participation in organised crime group and robbery. 

The case decisions concern the collection of electronic evidence in the case such as 

call logging site and call surveillance and the methods of collecting this data. It was 

also pointed out that the first instance court considered only incriminating evidence, 

while evidence in favour of the defendants was not collected, adequate forensic 

reports were also lacking. The crime was committed in 2005-2006, and the criminal 

proceedings ended in 2015. 

The third case34 is focused on a bribery committed by a person performing a public 

function. The authenticity of the electronic evidence in the case was questioned, 

namely the dictaphone on which the inculpatory statement of the defendant had been 

recorded by a private person and then delivered to the authorities. The IT police 

department, when securing the evidence, copied the content of the dictaphone on a 

CD as a backup option, which later had shown to not be properly working. This gave 

rise to questioning the authenticity and reliability by the defendant of the data stored 

on the dictaphone, which was the main evidence against him. This offence was 

committed in 2013 and the end of the criminal proceedings was in 2016. 

The fourth case35 does not directly refer to the presumption of innocence, however, it 

illustrates the court practice when dealing with e-evidence. The crime was committed 

in 2016 and the end of the criminal proceedings was in 2019. Since the sentence was 

lifted, the case is still pending at the court of first instance. The offence in question 

was fraud committed through online shopping platforms. The prosecutor appealed 

against the decision made by the first instance court that the defendant was not guilty. 

He claimed that the court did not make any effort to verify IT data which were of crucial 
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importance for the conviction, namely subscriber data and traffic data that would link 

the accused with online transactions of a criminal character. 

A common pattern is appearing in all cases – either the defendant or the prosecution 

raises claims in regard to mishandling of electronic evidence by the court. This leads 

to either neglecting evidence that could prove the guilt of a person, or no appropriate 

consideration of the risk of faulty electronic data. One of them also shows the 

incompetency of a forensic expert in regard to the examination of such evidence, while 

another shows the same in regard to the investigators’ knowledge of the perseverance 

of such evidence.  

5.2. Collaborations 
The presented cases have different collaboration aspects, yet none of them concerns 

cross-border collaboration. Two negative elements could be identified – the 

appointment of an unqualified expert that could harm the proceedings with wrongful 

conclusions and the negligence to not appoint a qualified person to examine the 

evidence at all. Nevertheless, an example of a successful collaboration with a 

computer forensic expert is also presented as well as collaboration with service 

providers. Some of the cases explicitly show how such cooperation could greatly 

impact a case outcome and the evidence presented in front of the court. 

In the first case36 there has been collaboration with a computer forensic expert, which 

however has proven to be unsuccessful due to the fact that the respective expert did 

not have the necessary capacity in order to deal with electronic evidence in a sound 

manner, without doubting its integrity and authenticity. He did not use the latest 

methods in the field, which consequently impacted the conviction greatly. 

Despite the fact that the evidence in the second case37 involved call recordings, 

location data, and the logging of a given telephone to the network, expert reports in 

the field of telecommunications were not requested, and the court of first instance 

issued an erroneous judgment. This is a clear example of how important the 

involvement of such professionals in fact is. 

In the third case38 an expert in the field of computer science and phonoscopy was 

appointed by the court of first instance in order to examine the integrity and 

authenticity of the electronic evidence as they were questioned by the defendant. He 

performed a spectral analysis of the recording in terms of its authenticity and possible 

interference with the continuity of the recording, and also prepared a transcript. This 

conclusion was used consequently as one of the main instruments that have proven 

the claims of the defence groundless. 

 
36 Polish Supreme Court judgment of June 20, 2013. III KK 12/13, LEX No. 1341691. 
37 Judgment of the Court of Appeal in Warsaw of 30 January 2015. II AKa 238/14, LEX No. 

1651984. 
38 Judgment of the Regional Court in Gliwice of December 21, 2016 VI Ka 832/16, LEX No. 

2274146. 



In the fourth case39, subscriber and traffic data were collected from various service 

providers (anonymised in the judgement): e-mail provider and internet shopping 

platform. It could be concluded from this case that there is a need for more 

cooperation between judges and forensic experts - experts in different domains and 

IT specialists. It might also be beneficial to collect several forensic reports in a given 

case in order to acquire a better perspective over the circumstances and to verify each 

other’s conclusions. However, in Poland the appointment of an expert witnesses is 

rare due to financial reasons. 

5.3. Nature of legal issues 
The nature of the legal issues presented by the Polish cases is considerably different. 

However, a common link is identified – the questionable dealing and examination of 

the electronic evidence by the Polish court. In some of the cases, a complete 

negligence for such type of evidence is observed in the lower instance courts, which 

had been consequently addressed by the higher instance courts. In other cases, the 

risk of evidence unauthenticity has not been considered at all or electronic traces that 

could prove the innocence of the accused have not been followed. Although the 

circumstances of the cases differ, it could be argued that the Polish courts, especially 

the ones at lower instances, should invest in increasing their competence in regard to 

electronic evidence. 

The accused in the first case40 questioned the manner in which both by the expert and 

the court have handled the electronic evidence. In addition to the fact that the court 

had not agreed to an additional opinion by computer forensic expert, it pointed out 

that considering the methods of dealing with electronic evidence were still 

underdeveloped they were not binding to the court, especially when they were no 

scientific or legal publications and recommendations as to how to deal with evidence 

in electronic format. This shows that the Polish legal framework is not in a shape to 

allow the application of the traditional procedural rules to electronic evidence. On the 

basis of the court’s decision, it could be further deduced that the judicial competence 

was not extensive enough to deal adequately with this legislative gap. The defence 

appealed the conviction and pointed out that the forensic expert did not abide by the 

current knowledge in dealing with e-evidence. The used methods by the forensic 

expert were questioned which gives rise to doubts as to the integrity and, thus, the 

authenticity of the electronic files. The case ended up in the Supreme Court, whose 

decision stated that the computer forensics’ developments should oblige the judicial 

authorities to strive to obtain knowledge about the methods of securing electronic 

evidence.  

In the second case41 the defence based its appeal on the claim of incorrect findings of 

facts and evidence evaluation, e.g. the evaluation of analytical notes regarding phone 
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logging sites and phone calls. The appellate court found that the first instance court 

focused only on the circumstances incriminating the defendents and did not take into 

account those that were in their favour as well as that the phonoscopic opinions used 

were not correct and were based on analytical notes from telephone logging locations. 

In addition, the court of first instance based its findings on materials from the 

operating surveillance which was conducted unlawfully - as a result of an incorrect 

assessment of evidence and failure to take into account circumstances in favour of the 

convicts. Moreover, the opinion of experts in the field of telecommunications was not 

requested, and the court of first instance issued an erroneous judgment. The main 

argument in the appeal was that procedural provisions were violated in connection 

with the establishing the location of the mobile phones which were logged on the basis 

of analyses or the so-called analytical notes drawn up by a police officer. The appeal 

claimed that such evidence has no value and that the telecom data provided by the 

respective telecom operators should be subject to telecommunications’ forensic 

examination, otherwise it should not be considered.  

In the third case42, the defendant claimed that his right to defense had been infringed 

by taking into account the evidence from the recording of the conversation and 

awarding it incriminating value, stating that the material was collected in violation of 

the basic principles of securing electronic evidence (since it was recorded out of 

protocol: by a private person on a private device), and that the content of the recording 

is highly doubtful as the IT police department interfered with its integrity by making 

(failed) copies. Although it came from a third person, the recording was considered of 

high probative value. The court of first instance appointed a forensic expert in the field 

of computer science and phonoscopy. He did not find any traces of editing or any 

other interference of external factors in the content of the recording. All necessary 

measures for its safe storage were implemented, which led to disproving the defence 

claims that the evidence was not properly secured and there were no grounds to 

question the authenticity of the recording.  

The appellative court in the fourth case43 pointed out that the data gathered in 

electronic format had not been examined by the court of first instance. The scope of 

“electronic data” is not defined as well as how such data were preserved. The fact that 

the court initially did not make any effort to verify the electronic data and, instead, 

fully relied on the witnesses’ statements which were insufficient to prove the accused 

as guilty shows that the court was not prepared in this case to adequately evaluate 

the electronic. 

5.4. Nature of practical issues 
The practical issues in the identified cases are related to either the reluctance of the 

court to deal with electronic evidence, or to questioning of the methods used by them. 

The following is observed at the same time: 
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• following incorrect approach  

• implementing all necessary measures to ensure the integrity and authenticity of 

the collected data.  

It could be thus argued that the investigation has the capacity, to some extent, to deal 

adequately with electronic files and ensure their validity so that they could be 

consequently used as a grounding aspect in the court decisions. 

The first instance court in the first case44 based the sentence on the computer 

forensics report which confirmed the reliability and the authenticity of the collected 

electronic data but without deep diving into practical, forensic and legal 

knowledge/research on how to proceed with such evidence. This led to a dispute in 

regard to the court’s obligation to follow state-of-the-art investigation and 

examination methods, which is this case led to lifting the imposed sentence. In this 

case, the authenticity of the collected data was not questioned because the methods 

of the examiner himself were not found forensically sound. 

The main practical issues in the second case45 concerned in the lack of verification of 

electronic evidence and the unlawful method of securing it. The analysis of the phone 

loggings does not show who had possessed and used the phone. In addition, a 

forensic report in the field of telecommunications had not been ordered. The court of 

first instance based its findings on materials from operative surveillance which was 

conducted unlawfully - as a result, incorrect assessment of evidence occurred and a 

failure to take into account circumstances in favour of the convicts. This directly 

infringed this presumption of innocence as it is the court’s obligation to consider 

evidence proving both the accused innocence and guilt. 

The core dispute in the third case46 concerns the way of handling electronic evidence 

by the authorities and ensuring transparency for the parties in the chain of custody. 

The court, however, pointed out that the electronic evidence was gathered and 

preserved in forensically sound manner. What was of practical, but also legal 

relevance, is the way of securing electronic device: using sailing wax, limiting access to 

the device, and appointing forensic expert. Since all these steps were carefully and 

adequately implemented, the appeal of the defendant regarding the authenticity and 

integrity of the data was not justified. This case is a strong example of the level of 

competence of the investigators and their readiness to deal with electronic evidence. 

In the fourth case47 the main practical obstacle is the court’s reluctance to deal with 

electronic evidence which could be due to the lack of training, knowledge, and 

appropriate procedural rules. Nevertheless, this could not have been relevant 
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reasoning for neglecting evidence that might greatly impact the outcome of the case 

and hence the conviction or acquittal of the defendant. 

5.5. Victims and defendant – two sides of a criminal 
proceeding 

None of the cases explicitly mentions the treatment of the defendants or of the victims 

and if they were questioned. However, a significant part of the cases concerns the 

court treatment in regard to the defendants’ rights, in particular the presumption of 

innocence. There are examples presented of the court’s negligence to evaluate 

evidence that might be of exonerating nature. Nevertheless, there are also examples 

that show the complete opposite – respect for the presumption of evidence and no 

infringement of the defendants’ rights.  

The first case48, although not explicitly, aimed at strengthening the presumption of 

innocence by making sure the evidence upon which the judgement is based is 

thoroughly verified according to the most recent forensic knowledge and, thus, 

complexity of e-evidence does not limit the procedural rights of the accused. The lifting 

of the judgment showed that, although the courts at lower instances are not fully 

prepared to deal with cases involving electronic evidence, the Supreme Court does not 

tolerate the incompetent examination of evidence that might harm the integrity of the 

proceedings. 

In the second case49, the first instance court considered only incriminating evidence 

and not such in favour of the defendants, which directly affected the presumption of 

innocence. In addition, a forensic report on the electronic evidence was not ordered 

which further infringed defendants’ procedural rights. 

The presumption of innocence in the third case50 was fully respected. The courts of 

both instances, as well as the investigation made a lot of effort to thoroughly and 

carefully secure and verify the electronic evidence. The appointed forensic expert 

performed his duties according to best practices and knowledge. Therefore, the 

authorities involved in the case operated in line with the presumption of innocence 

principle. In addition, the defendant’s claim regarding the fact that the information 

was part of a private conversation between him and a third party was examined and 

found that was not infringing any of his fundamental rights since the recording had 

not been altered or falsified. 

In the fourth case51 the court of first instance fully neglected the electronic data which, 

while the court of second instance correctly pointed out as crucial in determining the 

defendant’s criminal responsibility. Therefore, the complexity and novelty of e-
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evidence discouraged the court from investigating it which resulted in a judgement 

based on fragmented evidence. In other words, omitted electronic data may have 

proven the person’s innocence had the court of first instance made any effort to 

investigate it.   

5.6. Conviction rates 
Only in one of the four cases, the sentence was upheld by the higher instance court. 

In two of the cases, the conviction was lifted due to concerns regarding the methods 

used for the examination of electronic evidence, while in a third case, the defendants 

were either acquitted or a lighter sentence was imposed. This shows that the 

electronic evidence has a significant role in the decision-making process and that its 

faulty examination may lead erroneous sentences.  

In the first case52 the Supreme Court clearly pointed out that the analysis of electronic 

evidence requires a special approach and that its evaluation has to be extremely 

careful due to the volatility of data by using the most recent knowledge. Due to the 

fact that the court of appeal did not examine the claims concerning the methods of 

dealing with electronic evidence, and the latter was of significant importance for the 

outcome of the case, the sentence was lifted. 

In the second case53 the court of appeal (second instance) changed the judgment. As 

a result, some of the defendants’ acts were acquitted and for others lighter sentences 

were imposed. The change of the judgment was due to the inadequate examination 

of the electronic evidence and the lack of consideration of exonerating facts. 

The court disagreed with the appeal’s arguments in the third case54, namely that the 

evidence was collected in violation of the basic principles of securing electronic 

evidence in the form of e.g. failure to put the carrier in an electrostatic foil bag, 

incorrect labelling, or failure to consider evidence in favour of the accused (contrary 

to the presumption of innocence). The statements in the appeal of improper method 

of securing the recording were not justified, therefore, the sentence was upheld. This 

is the only case from Poland with a confirmed sentence, while the data on the 

proceedings show sufficient respect for the defendant’s rights. 

The court of appeal in the fourth case55 lifted the sentence as the lower instance court 

did not evaluate the core evidence presented by the prosecutor, namely the electronic 

data. This contradicted the basic principles of the criminal trial such as the principle of 

the free assessment of evidence and the principle of truth. In particular, the higher 

instance court found that there are significant gaps in the chain of evidence which can 

only be filled by a proper analysis of subscriber and traffic data.  
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6.  Croatian case law analysis 

 

6.1. Investigation methods and identified issues 
Three cases under the Croatian jurisdiction were presented, all of which concerning 

sexual offences of children. The cases allow the observation that electronic evidence 

could play a major role in such types of crime. Most of the accused have stored 

incriminating media files that were consequently found on their devices which allowed 

for their guilt to be established in front of the court. Another important aspect is the 

fact that in two of the cases the victims have actively cooperated by giving statements 

and providing additional electronic evidence which has resulted in conviction. The 

authorities have also contributed with active examination of electronic evidence, 

although several errors have been identified and described in the sections below. 

The first Croatian case56 includes 5 offences in total - two criminal offences of sexual 

abuse of a child under the age of fifteen, the criminal offence of enticing children to 

meet sexual needs, the criminal offence of introducing children to pornography and 

the criminal offence of exploiting children for pornography. The defendant claimed 

that the charges were exceeded and that the judgments were based on unlawful 

evidence, which violated the right to fair trial. He claimed that the evidence from the 

social media were collected without a proper search warrant. During the investigation, 

the home of the defendant and other premises were searched in the presence of two 
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adult citizens as witnesses. A laptop, tablet, several mobile phones, a USB stick and 

two CDs were taken. In addition, based on the order of the investigative judge, 

additional search was also ordered of the defendant's cell phones and the Facebook 

profile of another person. 

In the second case57 the defendant was found guilty of eight criminal offences against 

the sexual freedom and sexual morality and one criminal offence of possessing child 

pornography on a computer system or network, three criminal offences of introducing 

children to pornography, including other criminal offences of sexual abuse and 

exploitation of children. He claimed that that the judgment was based on unlawful 

evidence as the laptop was the only subject of the search, and that illegal search of the 

SD memory card was conducted, because the contents of that card were examined 

precisely on the seized laptop. He also stated that before opening the files on the 

computer, a forensic image58 was not done, which made impossible for the evidence 

authenticity to be verified. The defendant also claimed that since the memory cards 

were examined on his laptop, it allowed the transfer of files from the memory cards 

to the computer and vice versa, which means that neither the computer nor the 

memory cards can be credible evidence due to doubts of their contamination. 

The third case59 deals with the crime of sexual abuse and exploitation of a child, sexual 

abuse of a child under the age of fifteen, gratifying lust in front of a child under the 

age of fifteen, exploiting and introducing children to pornography. During the 

investigation, two mobile phones of the victim were temporarily seized. Also, the 

phone, tablet, laptop, desktop computer, camera and USB stick was temporarily 

confiscated from the defendant. From the testimonies of the victim and other 

witnesses, including the insight into the record of the search of movable property 

(phones, laptops and etc.), it was found that in the mobile phones used by the victim 

there was no correspondence between her and the defendant, nor any photos, since 

she always deleted the pictures from the respective mobile phones. 

6.2. Collaborations 
Although the judgments in all three cases do not explicitly mention collaboration with 

a forensic expert, such could be assumed on the pre-trial stage of the proceedings. 

According to the relevant legal provisions, the police may order to technical experts to 

examine the collected e-evidence. It is the Cyber Security Service responsibility, 

established within the Ministry of Interior, to conduct forensic analysis of digital 

evidence. 

6.3. Nature of legal issues 
The legal issues in two of the cases concern the defendant’s claim of the legality of the 

evidence. Although some errors have been identified during the investigation stage, 
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the courts concluded that the collected evidence in both cases is lawful. In regard to 

the third, the electronic evidence, in addition the victim’s statements, was the main 

source of evidence which resulted in the conviction of the defendant. 

The Supreme Court in the first case60 has determined that the appealed judgement is 

not based on data obtained from a review of the Tinder profile as it is claimed by the 

defendant but from data obtained by the search of Facebook profile upon the order 

of the investigative judge. The only evidence obtained without the order was 

"correspondence between profile L. K. i P. M. i M. K.", because the victim herself 

provided consent, handed over her phone and gave up the password to search her 

profile. Therefore, in this case, the evidence was gathered lawfully in contrast with the 

claims of the defendant. 

The main legal question in the second case61 refers to what extent the search of the 

SD memory card without an investigative judge's order could "contaminate" with its 

contents the computer for which such order existed. The first and second instance 

courts found that the search of the laptop was carried out on the basis of a previously 

issued search warrant by investigative judge, and therefore the defence's motion to 

set aside that evidence as unlawful was duly rejected. The two searches each by a 

separate unit and the fact that one record was drafted of both searches did not result 

in a different qualification of these actions. In addition, a search warrant for the SD 

memory card was subsequently issued and the fact that its contents were first 

determined on the basis of an illegal search did not result in unlawfulness of the SD 

memory card as evidence itself. Moreover, the Supreme Court concluded that the first 

and second instance courts found that the above might lead to possible objection to 

the credibility of the evidence, but not a basis for submitting an extraordinary judicial 

remedy for an extraordinary review. Therefore, the defendants’ objections were 

aimed at the credibility of the evidence, and not at its legality. 

The court in the third case62 confirmed that the victim's statement is credible by the 

record of the search of movable property, i.e. from the defendant's mobile phone and 

computer. Namely, it is clear from the aforementioned record that 128 photos were 

taken with an explicit representation of the victim, 441 photos with an image of the 

victim, and 12 photos with an image of the victim and the defendant were found in 

the mobile device. On the basis of the evidence presented, the court established 

beyond doubt that the defendant committed the criminal acts charged against him. 

6.4. Nature of practical issues 
In all three cases the practical issues are related to the collection of electronic 

evidence. In two of them the practical issue is in the context of how to lawfully collect 

this type of evidence, while in another, the challenge was connected to finding 

evidence if one of the persons involved have deleted them. Nevertheless, in all cases, 
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the electronic files have been of great contribution to the establishing of the 

defendants’ guilt. 

One of the main practical issues in the first case63 concerns the collection of electronic 

evidence. A basic principle is the lawfulness of such gathering, namely, law 

enforcement officials, acting in a specific case, are responsible for ensuring that the 

law, forensic rules and procedural principles are applied. Those who carry out the 

actions must be appropriately educated so that they can find and seize the electronic 

evidence. The issue in this case was whether the general rule for a judge order 

sanctioning the seizure of evidence, applies to the collected information from the 

victim’s mobile phone. However, since the victim herself signed consent and 

voluntarily with the presence of the legal representative - her father, handed over her 

mobile phone and gave up the password to search her profile, an investigative judge 

order was not necessary. 

In the second case64 the principles and provisions in relation to the collection and use 

of e-evidence are concerned. If those principles were not respected, the obtained e-

evidence would be unlawful. During the first instance proceeding, the credibility of the 

evidence was disputed or rather the method how the evidence was assessed. There 

are no legal provisions in the Croatian legal framework, nor protocols regarding the 

assessing of e-evidence. However, it such case the forensic rules need to be applied 

and respected. 

In the third case65 no correspondence was found between the victim and the 

defendant as well as no photos, since she always deleted the pictures from the mobile 

phone. However, at a later stage such photos were found on the defendant’s devices 

in addition to the victim’s statements that have proven enough for a sentence to be 

delivered. 

6.5. Victims and defendant – two sides of a criminal 
proceeding 

All victims in the presented cases are children, which makes them vulnerable66. 

Nevertheless, in two of them the victims have actively participated in the collected of 

incriminating evidence either by giving statements or by providing evidence 

themselves. The defendants in two of the cases have claimed that their rights have 

been breached. However, such infringements have not been established by the court 

and their objections have been found groundless. 

In the first case67 the defendant claimed that there was a violation of his right to fair 

trial due to a number of procedural actions that "diminished the right to defence". He 

had found this infringement in the fact that the expert associate at the evidentiary 

hearing, during the examination of the injured party, asked capsizing, unprofessional 
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and suggestive questions, and the first instance court had failed to determine the 

relevant facts in a valid and credible manner. However, the interrogation of the victim 

was audio-video recorded and the court concluded that the defence was not 

prevented from asking questions to the witness. It was evident that the defence asked 

questions, objected to the testimony of the victim, requesting that the court, if it 

deems it necessary, to prohibit some questions, which the court did not do, after which 

the defence asked no further questions. Therefore, such violation was not found by 

the court. In regard to the victim in this case, during the investigative stage she had 

consented to provide evidence herself, by providing her phone, that has proven to be 

of incriminating nature to the defendant. 

In the second case68 the respect for the defendant’s rights was questioned as he 

claimed that the evidence presented before the court was unlawful. The higher 

instances courts did not support this claim as, despite the omissions during the 

collection of evidence, the evidence itself was not deemed unlawful. Therefore, it could 

be claimed that the defendant’s rights have not been infringed during the proceedings 

and the court had carefully considered the applicable principles in order to conduct a 

fair trial. 

The third case69 outlines that in the Croatian legal framework there are no explicit 

provisions on the collection of e-evidence when the victim is a child. However, children 

at the age of 16 or older are allowed to make statements and initiate actions in the 

proceedings on their own. In addition, there are provisions that are of importance to 

children who are victims of a criminal offence since they enjoy additional rights in the 

criminal proceedings, such as the right to an attorney at the state’s expense, the 

confidentiality of personal data and the right to exclude the public to the proceedings 

entirely or partially. Furthermore, the court, the prosecution, and the police must treat 

children with diligence having in mind their age, personality, and other circumstances 

so as to avoid harmful consequences on their personal development and education. 

6.6. Conviction rates 
In all presented cases, convictions have been issued. Although some of them have 

been through several judicial instances, there are no sentences revoked. In all cases 

the main instrument for the establishing the guilt of the defendant was electronic 

evidence. 

In the first case70 the defendant’s appeal to a violation of the right to a fair trial was 

not founded. Consequently, his request for an extraordinary review of the final 

judgment was not granted. The presumption of innocence in this case is applied 

through the employment of the defendant's privilege against self-incrimination. The 

defendant was not obliged to provide the authorities with access to his computer or 

to give them the password/encryption code or to help them in any way that could 

result in self-incrimination. 
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The court in the second case71 ultimately concluded that the search of the laptop was 

carried out upon order of the investigative judge and is considered as lawful evidence, 

even though the search of the SD memory card was executed without a separate order 

issued at that time. However, the court concluded that this does not mean that the 

search record constitutes unlawful evidence in its entirety. Therefore, the court 

refused the request for an extraordinary review of the final judgment as unfounded. 

The sentence in the third case72 was based greatly on electronic evidence. In addition 

to the victim’s statements, media files were found on the defendant’s devices that 

made it possible for the court to establish his guilt beyond the reasonable doubt. 

7.  Slovakian case law analysis 

 

7.1. Investigation methods and identified issues 
The three presented cases concern crimes of significantly different nature. Despite the 

fact that in all of them electronic evidence has been collected and examined, only in 

one it has proven the guilt of the defendant beyond reasonable doubt. In addition, the 

negligent examination of the evidence in one of the cases led to the erroneous 

decision by the court. The sections below show examples of legal and practical issues 
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that arise in case where the collected electronic evidence in not of sufficiently 

conclusive nature. 

The first case73 concerns the dangerous pursuit of a person. The defendant was 

threatening the victim via phone calls, SMS and messenger chat, and followed her. The 

electronic evidence offered a clear time frame with specific and detailed messages 

supporting the claims of the victim. 

The second case74 reviews the offences of violation of the service oath of a policeman 

by sharing information about the state border with an unauthorised person and 

thereby assisting illegal smuggling activities. The electronic evidence in this case 

(content of social media messages, text messages), provided by the defendant in order 

to prove his innocence, revealed information regarding the network of smugglers. 

Even though the defendant was sharing confidential information, it was obvious from 

these messages that he did not do it for enrichment or any further benefits. 

The third case75 concerns the associations of sexual assaults and physical and 

emotional abuse. The victim was proven to suffer from psychological issues which had 

led to her accusing her father of the above-mentioned acts. She provided messages 

as evidence to the authorities that were supporting her accusations. However, during 

the proceedings via cooperation with the respective telecom operator, it was found 

out that she was sending violent messages to herself, and the accused was acquitted. 

7.2. Collaborations 
In the three cases collaboration was established either with the victim or the 

defendant. However, while the provided electronic evidence by the victim in one of 

the cases was enough for the defendant to be convicted, the evidence presented by 

the defendant in another case was not clear enough, therefore, deem as inconclusive. 

The circumstances in the third case significantly distinguished as it was found that the 

assumed victim have falsified the evidence that she presented to the authorities. In 

this case, it was the collaboration with a service provider that contributed to solving 

the case, although it was not done in a timely manner. 

As the physical evidence was not convincing in the first case76 as all defendant’s attacks 

were without witnesses, or the current boyfriend of the victim was present, deemed 

as potential bias, the electronic evidence significantly contributed to the proceedings’ 

outcome. Although there is no clear statement how the electronic evidence was 

collected, it could be assumed that they were provided voluntarily by the victim. The 

electronic evidence also proved that even though the case was erroneously classified 

at the start, the results and the decision of the court still would have remained the 

same. 
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There was no established collaboration in the second case77 with external providers 

or forensic experts as all electronic evidence was provided by the defendant who 

willingly shared the content of his messages from social media and also text messages. 

However, such an approach is not to be supported, since evidence tempering should 

be always subject of a review, while the court should always examine such a 

hypothesis, regardless of who has provided the evidence. 

The cooperation with a telecommunication service provider in the third case78 has 

proven vital as it revealed that it was the victim who was sending threatening 

messages to herself. It could be argued that there could have been a better 

cooperation with the telecommunication service providers at the start. The request of 

a statement from the call records and messages was only considered in the appeal. If 

this was done at the start, it could have saved lots of time, resources and stress to the 

parties’ family. 

7.3. Nature of legal issues 
The legal issues in the three cases are of significantly different nature. While one of 

them concerns the alleged infringement of the fair trail principles, the other two 

concern the examination and usage of electronic evidence. In one of them the 

electronic evidence was falsified by the victim which has been found at a later stage of 

the proceedings, while the first instance court had already issued an erroneous 

sentence. This case is a clear example of the importance of the proper understanding 

and usage of electronic evidence, even in cases concerning sensitive matters, as 

potential negligence may result in innocent persons being unfairly convicted. 

The defence in the first case79 claimed that the court’s decision was erroneous because 

the defendant’s actions were not described properly, the decision was delivered to 

defendant very late, and that the actions for which he was prosecuted were not the 

same which were stated in the sentence. Therefore, the defendant did not have a fair 

chance to defend himself and provide evidence that would have changed the opinion 

of the court. He also objected to the fact that the hearing of the victim was done only 

in the presence of his lawyer which did not allow him to defend himself. The Supreme 

Court did decide that the defendant did not have the right to appeal in this case as the 

statements made are deemed irrelevant. The indictment did not change at any point 

as the electronic evidence was the main source of facts demonstrating the behaviour 

of the offender. 

As the investigation in the second case80 concerned a sensitive matter that involved 

policeman, there was a mix between disciplinary proceedings - firing a policeman, and 

criminal proceedings - smuggling goods through the border. There was an issue in the 

pre-trial proceedings as the defence lawyer could not question witnesses due to 

security reasons. The e-evidence was very unclear as the respective messages did not 

show to what extend the policeman knew about the illegal activities. It was also not 
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clear who the unauthorised person with whom he shared information with is as it had 

not been specified that the defendant cannot share information with the other 

policeman. The first instance court decided that the policeman should be fired. 

However, after an appeal, the case was returned to the district court as the evidence 

was not conclusive enough to make a decision. 

The proceedings in the third case81 were expedited due to the weak mental health 

state of victim, which was assumed due to the mistreatment from her father. 

Therefore, the case was closed even despite existing gaps in the evidence chain. 

However, it was noticed at a later stage of the proceedings, that the evidence was 

illogical - there was never any victim, the victims had been already treated by 

psychiatrists many times before, and she has voluntarily visited the household where 

her father was present on several occasions etc. The cooperation with the respective 

service provider allowed the alleged perpetrator - her father, to actually prove that 

there is no harm being done to her from his side.  

7.4. Nature of practical issues 
The practical issues described in the sections below concern different aspects of the 

proceedings, yet all are connected to the defendant’s rights. While one of them directly 

submitted a claim that his rights have been infringed due to the improper information 

that he had received from the court which affected his defence, another defendant’s 

presumption of innocence was clearly infringed as the authorities and judiciary put no 

efforts in verifying the electronic evidence that was submitted against him. The other 

defendant was providing electronic evidence in order prove his innocence, while it is 

a clear legal principle that the burden of proof falls on the prosecution to prove his 

guilt. 

One of the practical challenges in the first case82 was the fact that the there was a 

change in classification of the offence. Initially it was classified slightly differently, and 

the defence claimed that the indictment included scarce information. Nevertheless, 

the court stated that the outcome still would have been the same, and that the 

difference in the charges was due to a stenographic error. However, such practices 

should be avoided, and it is required to inform the offender in detail how the offence 

is classified. 

The most problematic aspect in the second case83 is that it was not clear who the 

unauthorised person was and to what extent the policeman could communicate 

information to other colleagues about activities on the state border. The policeman 

clearly had known that there were illegal activities going on which he reported, but 

continued to share confidential information. Another question which arises in this 

case is why when the policeman reported that W.S. was engaging in illegal activities, 

he was not investigated. In this particular case the electronic evidence brings more 
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confusion than facts as the defendant and W.S. were communicating through SMS and 

Facebook, and the messages were short and easily could be taken out the context. 

One of the main practical issues in the third case84 was the fact that electronic evidence 

was only examined during the appeal. If this was done earlier, it could have been 

confirmed that defendant was not guilty. In addition, it was not noticed that the 

victim's evidence - text messages, was always presented as screenshots without 

showing the sender’s number - just the name “Dad”. This might have pointed out that 

anyone could have sent them. The weak mental state of the victim also played a crucial 

role as the court tried to deliver a decision as quickly as possible not to add to the 

stress and cause another emotional breakdown. Another important fact is that the 

victim had already accused her father of inappropriate behaviour towards her in 

another instance. However, this report dismissed as social services visited their 

household and did not find anything alarming.  

7.5. Victims and defendant – two sides of a criminal 
proceeding 

The two cases involving a victim showcase appropriate victims’ treatment. The victim 

in the dangerous pursuit case had not been questioned in the presence of the 

defendant which showed understanding of victim’s rights by the respective 

authorities’. The special treatment of both the authorities and the court regarding the 

other victim, however, greatly affected the defendant in the case. Although the 

erroneous sentence is due to the fact that the court had expedited the proceedings in 

order to avoid any further harm to the victim, this approach does not explain the 

negligent examination of the provided evidence and the lack of adequate investigation 

that would have easily proved the innocence of the defendant. The defendant in the 

other case was collaborating with the authorities trying to prove his innocence, 

however, the fact that he committed the offence in his capacity as a policeman 

contributed with aspects that additionally complicated the circumstances of the case. 

The defendant in the first case85 claimed that his right to defence had been infringed 

due to the incomplete and inaccurate information regarding the classification of the 

crime he had received. The court held that this had not affected the case outcome, 

therefore could not be claimed to have infringed the right to defence. The victim’s 

statements in this case were greatly supported by the presented electronic evidence 

as there have not been other evidence upon which to rely on. There is no explicit 

information regarding how the victim had been treated during the proceedings; 

however, it could be assumed that she had cooperated with the authorities by 

providing the evidence herself. 

The fact that the defendant in the second case86 was a policeman further complicated 

the case. During the proceedings he had to be proven guilty in two aspects – violating 

his police oath and assisting to illegal smuggling. The fact that a colleague of his was 
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involved also brought the questions whether he was allowed to share such 

information and to what extent. The defendant in this case cooperated fully to prove 

his innocence. The latter proved insufficient to reach a conclusive decision. 

The electronic evidence in the third case87 was collected during the appeal upon the 

request of the defendant’s lawyer. The whole case was built upon very unclear 

evidence and one-sided statements of the victim, which were not supported by her 

family, friends or medical professionals. Due to the sensitivity of the case the court 

tried to protect the victim both from further abuse and from prolonged proceedings. 

However, this resulted in the infringement of the defendant´s presumption of 

innocence as without carefully considering the authenticity and integrity of the 

evidence against him, the lower instances court issued a erroneous decision.  

7.6. Conviction rates 
The electronic evidence contributed to the issuing of a sentence in one of the cases 

where it clearly proved the guilt of the defendant. In the other case, however, the 

evidence was not clear enough in order for conclusions to be based solely on it. 

Nevertheless, the other case was greatly affected by the presented evidence in 

electronic format, which led to the issuing of an erroneous sentence due to the 

negligent examination of the presented electronic evidence. 

The court in the first case88 held that the electronic evidence clearly proved all signs of 

dangerous pursuit even though this was not the prosecutor’s original indictment. the 

court stated that the indictment remained the same and it was just a technical mistake 

in the case file that did not influence the outcome. 

In the second case89 the Supreme Court was returned to the competent lower instance 

court due to lack of conclusive evidence. In this instance, although there was full 

cooperation from the defendant’s side in regard to the provision of evidence, it was 

not sufficient in order for a decision to be established. 

The decision of the court in the third case90 was repealed after evidence from the 

respective telecom operator was provided, which clearly proved that the defendant 

was innocent. This case is an example of considerable negligence of the presumption 

of innocence as a sentence was delivered based on unclear and not adequately 

examined electronic evidence.  
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8.  Czech case law analysis 

 

8.1. Investigation methods and identified issues 
Four cases under the Czech jurisdiction were presented that dealt with various 

offences including counterfeiting of tax documents and appropriation of sums of 

money, fraud, incitement to illegal influence of witnesses in criminal proceedings and 

to illegal interventions in administrative proceedings related to traffic offences, and 

illegal distribution of copyright-protected content. 

In all of the aforementioned cases e-evidence has served as an essential such as 

accounting system reports, wiretaps and audio-recordings, peer-to-peer DC++ 

networks and identification of IP addresses. Furthermore, three of the four cases were 

held before the Czech Constitutional Court in connection to the occurring procedural 

errors originating from the use of e-evidence that supposedly affect the right to fair 

trial, the presumption of innocence and the principle of in dubio pro reo. 

The first case concerned the alleged counterfeiting of tax documents and 

appropriation of sums of money by a junior sales assistant in charge of issuing invoices 

and managing the cash register. The employee was supposedly making additional 

changes to invoices and the cash register documents for a year and appropriated the 

differences between the declared and the billed amounts. The primary evidence 

consisted of (i) the data from the accounting system in which the complainant's 

employer kept its accounts and recorded the tax documents issued; and (ii) a ledger 

(book of accounts) sent by email without an electronic signature. The defendant 



argued that the data from the accounting system had been scorched in a way which 

undermined its accuracy, reliability and integrity, thus requesting an expert witness to 

establish the reliability of the system.  

In the second case the defendant was accused of inciting the head of the Department 

of Transport and Road Management of a Municipal Authority to illegally intervene in 

administrative proceedings related to traffic offences, thus influencing the legality of 

the administrative proceedings. The incitement was recorded by a wiretap ordered by 

the Public Prosecutor’s Office. The wiretapping was not ordered directly concerning 

the defendant's alleged criminal activities but rather on suspicion of the activities of 

an unknown organised group importing vehicles and manipulating their 

roadworthiness. The defendant brought forward that he had been convicted 

erroneously in violation of the fundamental principles of fair trial and solely upon the 

evidence of the wiretap, thus questioning the integrity and authenticity of the 

recordings.  

The third case deals with the alleged crime of fraudulent activities done by a lawyer 

for promising to reopen a retrial and to influence witnesses in the criminal 

proceedings of his client. Once again, the communication between the lawyer and his 

client was recorded via wiretap. During the course of the proceedings, the defendant 

argued that the wiretaps should have been excluded as evidence since (i) they were 

unconstitutional on the grounds that they recorded conversations between a defense 

counsel and a client; and (ii) there have been procedural errors in the ordering the 

wiretapping by the prosecution. 

The fourth case dealt with the matter of illegal distribution of copyrighted content via 

a DC++ peer-to-peer network and the identification of person within a household who 

committed the activity based on the IP address from which the crime has occurred. 

8.2. Collaborations 
None of the cases feature any cross-border collaboration. Furthermore, no 

collaboration has been established with any Internet or other electronic service 

providers. An exception exists with respect to the proceedings overseen by the Czech 

Supreme Court where for the purposes of the identification of an IP address and tying 

it to a specific physical address/subscription where the expertise of an Internet Service 

Provider has been sought.  

In all cases an emphasis had been stressed by the court on the need to bring in an 

expert witness during the proceedings. The defence in the various proceedings had 

argued that failure to appoint an expert witness constitutes a main procedural error. 

While the Constitutional Court never stipulated that courts must always appoint 

expert witness during all proceedings, the Constitutional Court did rule that courts 

need to comply once the defence raises such objections. A possible way to deal with 

such objections is by actually summoning an expert witness. When doing so, the 

respective expert witness needs to be selected based on their knowledge of the 

specific operating procedures and tools used. Otherwise, such expert reports will be 

reported as flawed as done by the Czech Constitutional Court. 



8.3. Nature of legal issues 
The legal issues in the four cases mainly cover three major topics concerning 1) the 

indisputability of e-evidence by courts, 2) the hesitance of courts to collect or appoint 

additional evidence and forensic expert assessments, and 3) basing judgements on 

insufficient e-evidence. 

As provided in the first case, lower courts rarely question electronic evidence in a 

manner which leaves no doubt that it could have been altered or changed in any way 

(intentionally, negligently, or accidentally). As such, courts often fail to comply with 

their obligation to deal with all raised doubts about the evidential reliability of the 

evidence used. In the present case the lower courts had failed to provide an 

independent verification of the accounting system in accordance with the objections 

to the accuracy, reliability, and integrity of the evidence. Furthermore, when the 

defendant offered a logically consistent justification for the submitted data from the 

accounting system, the courts did not supplement the evidence to establish the truth 

in view of the charges against the defendant. And thus, breached their duty to examine 

the reliability of the incriminating evidence. 

The main dispute in the second case focused on the argument that the lower courts 

did not sufficiently reflect the objections directed to the defects of the primary 

evidence, i.e., the wiretaps, upon which the defendant was sentenced. It has been 

explicitly pointed out that the prosecutor's order, authorising the wiretap, did not 

contain any information that would specify the defendant’s identity. Thus, no 

suspicion was established that the person under surveillance had a specific 

relationship to a particular criminal activity, thus neglecting the necessity of making 

audio and visual recordings. Despite these circumstances, however, the lower courts 

did not deal with the legitimacy of the wiretap recordings in a constitutionally 

compliant manner as they rejected the evidentiary claims, played the audio recordings 

and considered the wiretaps as a reasonable intrusion of privacy. Thus, they made 

conclusions about their acquisition contradicting the evidence on file. 

As part of the third case, the Constitutional Court dealt with two issues in parallel: (i) 

the admissibility and proportionality of the deployment of wiretaps; and (ii) the 

integrity of recordings. Due to the specific method of recording and the classified 

nature of operational procedures and tools, anomalies were caused that required for 

an officer of the ÚZČ (the technical unit of the Police of the Czech Republic providing 

wiretaps) to be summoned. During his testimony a number of contradictions have 

been identified. Despite the shortcomings of his testimony, the courts were satisfied 

with its conclusions and no options were provided to the defendant to argue the 

procedure, thus interfering with his fundamental rights. In the constitutional 

proceedings it was emphasised that a recorded person must always have the 

opportunity to argue not only the legality but also the quality, testimonial value and 

authenticity of the recordings. Therefore, the lower courts must reasonably dispel any 

doubts regarding the authenticity of the recordings. This must be done by reviewing 

the raised objections against the prosecution’s indictment (especially if expert 

witnesses support them) and then declassify disputed facts or exclude evidence that 

lack certainty. Despite the room for improvement in terms of the expert witness, it 



remains of the defendant’s responsibility to raise objections that are not superficial 

but to challenge in detail the respective e-evidence. Once such complaints are raised, 

the proof of burden shifts to the state authorities to prove that the e-evidence is 

properly collected and verified. 

In the fourth case it has been established that the findings of the courts of inquiry 

lacked a reliable basis for a precise and unquestionable determination of the 

perpetrator. For the perpetrator to be individualised, it was necessary for an expert 

assessment to be done on the device and the IP address and on the respective skillset 

necessary to operate the respective DC++ networks. Due to the nature of IP addresses 

more than one person had access to the respective computer and committed the 

copyright infringement. The lower courts never appointed additional expert 

assessments but rather assumed that the defendant is the perpetrator based on his 

previous work experience rather on an appointed expert assessment. Since he had 

previous experience working in a computer manufacturing company, the defendant 

was assumed to be more qualified to use DC++ networks than the other persons with 

access to the computer. As concluded by the Czech Supreme Court such question 

cannot be resolved with the necessary certainty by mere general assertions about the 

defendant's employment, the absence of formal training with his companion or the 

pornographic nature of one of the audio-visual works shared. 

8.4. Nature of practical issues 
All cases seem to focus on the aspect of the lack of taking into consideration the option 

for manipulation of e-evidence, the need of an expert assessment, the procedural 

imperfections of the investigative and prosecution authorities and the insufficiently 

collected evidence for delivering a judgment on the matter. 

Due to the lack of awareness of the specifics of the respective evidence concerning its 

integrity and credibility, the prosecuting authorities did not adequately assess 

whether it was necessary to use a forensic expert to secure and evaluate the evidence. 

Thus, the law enforcement and the public prosecutor made the initial assessment of 

the evidence which proved to be insufficient and potentially inaccurate.  

The second case examined the use of wiretaps and recordings as e-evidence and the 

use of wiretaps as stand-alone evidence proved problematic and without sufficient 

justification for its use since such e-evidence could have been obtained unlawfully. 

Despite the objections of the defence, the lower instance courts did not sufficiently 

address the potential invasion of privacy associated with the use of the respective 

electronic evidence and did not reasonably doubt the potentially unlawful conduct of 

the prosecuting authorities. 

The third case continues to build upon the use of recordings as e-evidence. When 

challenged by the defendants, the respective tools and operational procedures for the 

collection of the recordings must be examined, for example by expert witnesses, 

despite them not being public. In such cases, the defence needs to make specific 

claims regarding the integrity of the recordings since not all breaches are relevant to 

the presumption of innocence. Furthermore, when assessing classified procedures, 

forensic experts’ conclusions cannot be rejected on the premise of being flawed due 



to lacking knowledge of the respective procedures. Rather, the prosecution must 

address them sufficiently and the court must review them exhaustively. 

The final case emphasised on the fact that courts cannot rely on assertions and 

assumptions when assessing situations for which they are not qualified but must rely 

on expert witnesses. Expert assessments are required when a crucial practical aspect 

is confirming the circumstantial (indirect) nature of electronic evidence and 

emphasising proof (and achieving a high standard of certainty) to create a closed chain 

of circumstantial (direct) evidence. 

8.5. Victims and defendant – two sides of the criminal 
proceedings 

No specific peculiarities were present with respect to the parties, save for one of the 

cases where the defendant had the capacity of a lawyer. These circumstances 

additionally troubled the review of the wiretaps. The e-evidence, however, was 

successfully included despite the recording of communication between the parties 

that would constitute attorney-client privilege.  

Other than the raised complaints by the defendants in the respective cases, no other 

procedural errors and violations seem to have occurred. As per the judgements of the 

Czech Constitutional Court, the procedural violations against the respective parties 

have been nulled and voided. 

8.6. Conviction rates 
Most of the judgments delivered by the Czech Constitutional Court upheld that 

violations were committed against the respective defendants, thus affecting their 

fundamental rights such as the principle of in dubio pro reo and the right to fair trial. 

As such the respective charges against the defendants have been nulled and voided. 

Only one of the cases has resulted in a judgment due to the superficial objections to 

the integrity of the e-evidence. The defendant was convicted of fraud and sentenced 

to twenty-five months' imprisonment, suspended for forty months, a fine of CZK 

100,000 and compensation for damages of CZK 550,000. 

In addition, the proceedings before the Czech Supreme Court have also resulted in the 

annulment of the contested decisions and the return of the case to the lower instances 

for a proper review of the proceedings and the defendant’s objection. 



9.  Slovenian case law analysis 

 

9.1. Investigation methods and identified issues 
Four cases under the Slovenian jurisdiction were presented that dealt with various 

offences including unlawful access and damage to information system using malicious 

software, alleged murder, bribery as well as displaying, manufacturing, possessing, 

and distributing of pornographic material. In all cases the use of e-evidence proved to 

be essential to the determination of guilt of the respective defendants and to the 

respect to the fundamental and procedural rights of the defendant. 

The first case concerns the use of malicious code, which automatically and covertly 

was spread to IT systems via USB sticks, MSN instant messaging and file-sharing 

networks. The malicious code was used to carry out distributed attacks against 

infected computers, resulting in the control and management of large numbers of 

computers, the inoperability of their services, the extraction of personal data and 

passwords, and the concealment of the identity of the network holders of the code. 

As such distribution and unauthorised access to numerous information systems can 

easily be established. It was argued that the e-evidence should be excluded due to it 

being inadmissible and access to it restricted despite the numerous repeated motions 

to inspect the electronic evidence.  



The second case is focused on the use of mobile tracking data and security camera 

recordings as evidence and the violation of the defendant’s constitutional rights and 

the procedural rules concerning the trial for murder of a public figure, namely the 

director of the National Institute of Chemistry (NIC) in Slovenia. Furthermore, during 

the investigation activities, a search of the defendant's computers resulted in the lack 

of recorded activities on the hard drives during the critical time which was as one of 

the facts indicating the absence of an alibi at the time of the victim's murder. Certain 

issues were present, connected to the service provider’s inability to provide the court 

with information about the base station to which the defendant's phone was 

connected and his exact location at the time of the crime that essentially were not fully 

reflected by the court. An objection was also raised with respect to the possibility of 

identifying the respective culprit of the crime through the presented video recordings. 

As such the negligence by the court on these circumstances was stated by the defence 

to have violated the defendant’s right to defence, right to equal protection and right 

to be treated impartially. 

The third case deals with bribery received by a District Court judge with the 

intervention of two accomplices (co-defendants) in order to carry out numerous acts 

within the scope of his position for the benefit of a person who was a subject of 

criminal proceedings. The criminal act has been carried out by requesting and 

accepting a gratuity in the amount of nearly EUR 100,000 for himself as a District Court 

Judge of the District Court in Celje, and thus in acting in a public function, in order to 

abuse his position within the limits of his official prerogatives. Certain objections were 

raised in connection to the range of the electronic data that can be collected and used 

by the court or investigative authorities at a moment when the defendant is not yet 

suspected of criminal offences, as well as to the possibility of post factum re-

examination of the orders for carrying out covert investigative measures. 

The fourth case concerns ownership and distribution of child pornography in the form 

of pictures or videos on public networks. The files containing illegal content were 

exchanged through the so-called peer-to-peer file sharing network. Among the 

Dynamic Internet Protocol (IP) addresses of the users of the network was also a certain 

dynamic IP address, which was assigned by a Slovenian internet service provider. 

Based on the obtained data, the Slovenian police requested the internet provider to 

disclose personal data regarding the respective user to whom it assigned an 

IP address. Additionally, an order was issued requesting the internet provider to 

disclose both the personal and traffic data regarding the IP address in question. 

Furthermore, during a carried-out house search four computers were also seized and 

copies were made of their hard disks that revealed that one of them contained files 

with pornographic material involving minors using a file sharing program, eMule. The 

program allowed to download different files from other users and automatically to 

distribute personal files to third parties. Objections were raised with respect to the 

fact that every computer in the network acted as a client and a server was also the 

main drawback of the network, since there existed the risk of transferring unwanted 



files due to the lack of any effective control over the content of the files available for 

transfer. 

9.2. Collaborations 
National and/or foreign court experts and expert witnesses were involved at different 

stages of the proceedings and different instances. In addition, on some occasions, 

collaboration was established with the local telecom operators with respect to the 

collection of traffic data. 

In the first case the investigation and prosecution authorities were notified by foreign 

FBI agents and undercover agents that have allegedly communicated with the 

defendant by email, documented such communication, and forwarded the recordings 

to the authorities of the Republic of Slovenia. In addition, the Slovenian District Court 

appointed a Forensic Expert on IT, Software and Computer Science during the 

proceedings. 

In the second case the first instance court considered the opinion of multiple expert 

witnesses and court experts, both national and foreign, however none of them were 

appointed to examine the technical aspects concerning the e-evidence. There were 

however appointed forensic telecommunication experts. In addition, the court has 

collaborated with a local Slovenian telecom service provider for the obtaining the 

traffic data of the defendant's mobile phone. A representative of the telecom service 

provider was also questioned regarding the coverage area of the respective base 

stations that were collecting and tracking the traffic data. 

In the third case the Slovenian court made cross-border inquiries with Interpol Zagreb 

(Croatia) to establish the circumstances of the police proceedings relating to the 

cancellation of the arrest warrant, which was also among the criminal offences the 

accused was charged for. Information on the procedure at the Gunja border crossing 

point between Bosnia and Herzegovina and Croatia was obtained as well. Outside of 

this no other cooperation with regard to any electronic service providers in connection 

to the examination of the call records between the parties. 

In the fourth case there was a cross-border collaboration between the Slovenian and 

the Swiss police in obtaining electronic evidence relevant to the criminal proceedings. 

In addition, both the Swiss investigation authorities and the Slovenian judicial 

authorities have collaborated with a Slovenian internet service provider regarding the 

disclosure of data connected to the user to whom it assigned an IP address which was 

recorded by the Swiss police. In response, the internet service provider gave the police 

the requested data (such as name, address, and telephone number) of the owner of 

the respective assigned IP address. 

9.3. Nature of legal issues 
The legal issues in the four cases mainly cover several major topics concerning the 

collection of e-evidence without an issued order by the court and its admissibility, the 



re-examination of e-evidence gathering through covert investigative measures along 

with the range that can be obtained of such data, the right of privacy when collecting 

various data during investigations and the interpretation of e-evidence. 

In the first case the examined legal issues were mainly focused on the dispute of 

whether subsequent communication by e-mail following advertisement of sales on 

the Internet constitutes as private communication and whether such communication 

should be protected under the privacy of communication as part of the fundamental 

rights provided for in the Slovenian Constitution. It was maintained that if this is to be 

the case, the respective e-evidence obtained through these measures should be 

considered as inadmissible. It was essentially found by the Constitutional Court that 

such subsequent communication by e-mail is to be interpreted differently to the public 

advertisement of sales and it does constitute private information. It was emphasised 

that merely by making his or her email address public, an individual does not 

necessarily relinquish his or her reasonable expectation of the privacy of the contents 

of subsequent communication via the email address in question. Therefore, the 

Constitutional Court held that a reasonable expectation of the privacy of such 

communication by email exists, and therefore the surveillance of the latter entailed an 

interference with the right to communication privacy. On the matter of the 

inadmissibility of the evidence, it was maintained that such evidence should not be 

examined in court since a significant extent on the evidence from the United States of 

America was obtained by a breach of the defendant's communications privacy. The 

FBI agents were engaged in a covert operation which was based solely on a letter from 

the US General Attorney’s office and monitored communications on internet forums 

which are not publicly accessible. Furthermore, the respective FBI agents also allegedly 

communicated with the defendant through a fictitious identity in respective 

communication platforms, which are also not publicly accessible. These 

communications were documented (producing a "print screen") and provided to the 

authorities of the Republic of Slovenia, all without a court order. These actions conflict 

the respective constitutional rights of the Slovenian Constitution, thus violating the 

privacy of the defendant. It is therefore argued that the expectation of privacy, as it 

considers that the mere publication of an e-mail address on a publicly accessible 

website does not necessarily mean that the individual does not thereby also waive the 

right to privacy with regard to the content of online communications. The defendant 

also opposed the courts' view that foreign authorities are not required to respect 

those provisions of the Constitution which is only applicable to the authorities of 

Slovenia. It was further submitted that a state which allows evidence obtained by a 

violation of constitutionally guaranteed human rights, or evidence obtained contrary 

to the rules in force in the state in which the evidence was obtained, fails to protect 

the human rights as well as fails to ensure that the consequences of violations thereof. 

The legal issues in the second case were raised in connection to both the security 

camera recordings and the data used for the determination of the accused party’s 

location. The assessment of the e-evidence was done by considering all recordings at 



the same, thus basing its grounds on approximate time lags of different cameras 

which essentially led to the inability to determine the defendant’s identity during the 

time of the criminal act. In addition, the court also did not take into account the fact 

that a possibility existed for the defendant to be located at its home, rather than at 

the scene on the crime as provided by telecom operator.  

The main legal issues in the third case considered (i) the possibility of ex-post 

verification of judicial decisions during the phase of carrying out covert investigative 

measures; and (ii) the very range of electronic data that can be obtained by the court 

or investigative authorities and which exists even at a time when they are not 

suspected of criminal offences. In this respect, it was concluded that courts essentially 

require reasons for issuing an order and that the basis for intervention with the 

defendant’s privacy of communication can be found in the decision to initiate an 

investigation, which contains the proposal and the indications as to the grounds for 

suspicion. The statement of reasons for the decision to initiate the investigation is, 

however, allowed when they are based on objective criteria for access to data based 

on the intention to commit a crime which was already being monitored by other Secret 

Surveillance Measures at the time of the orders. In such circumstances, neither the 

retention of such data, which is limited, as regards the categories of data stored, the 

means of communication used, the persons involved and the duration of the 

retention, to what was strictly necessary for the criminal proceedings, nor the measure 

of obtaining such data contravenes the constitutional requirement of proportionality 

of the interference with the privacy of communications. In respect to the range of 

electronic data, it was pointed out that the protection of privacy of communication 

covers both the content of the communication and the circumstances and facts 

related to the communication, i.e. traffic data. In addition, such protection is also 

granted over the information on the frequency of communications, as well as the 

analytical information showing the density and timing of the communications 

between the telephone numbers under observation and with other telephone 

numbers.  

The fourth case examined legal issues regarding the right to privacy and the right to 

fair trial when collecting (during criminal investigation) and using (during a trial) 

electronic evidence. More particularly, it referred to the question whether electronic 

evidence (i.e., pornographic pictures and videos involving minors) obtained by the 

police by way of acquiring from an internet service provider the data on the user of 

the dynamic IP address without a court order, should have been excluded as evidence, 

in order to ensure the accused person a fair trial. The development of the case 

included proceedings both before the local Slovenian courts as well as before the 

ECtHR which seemed to conflict each other. It was maintained by the local courts that 

the data concerning the IP address and the name of its owner or user represented 

data that can be obtained without a court order and that such information should not 

be considered private and protected. Moreover, the Slovenian police had not acquired 

traffic data about the defendant’s electronic communication, but only data regarding 



the user of a particular computer through which internet had been accessed. Finally, 

it was held that, given that the defendant’s house search had been ordered precisely 

for the purpose of seizing his computer and its contents, no additional court order 

was required for the review of his computer files. The assessment of an Information 

Commissioner was also requested on the issue of providing data on subscribers of 

electronic communication to the police on their request who was of the view that it is 

impossible to separate traffic data from subscriber data, as traffic data alone do not 

make any sense if one does not ascertain who the person behind these data is, which 

is an extremely important element of communication privacy. Such traffic data 

processed for the transmission of communications in an electronic communications 

network or for the billing thereof, which included the IP address is therefore protected, 

provided that the applicant hides in any way the IP address through which he accessed 

internet, and neither was access to the peer-to-peer network used by him in any way 

restricted. On the contrary however, the defendant had established an open line of 

communication with an undetermined circle of strangers using the internet worldwide 

who have shown interest in sharing certain files. Therefore, the expectation of privacy 

was not legitimate and no interference with his right to communication privacy has 

occurred, thus leading to the conclusion that a court order was not necessary.   

The position of the ECtHR however was essentially the opposite and determined that 

the defendant’s interest in preserving his identity with respect to his online activity 

protected falls with the scope of the notion of “private life” and that the right to privacy 

and family life was therefore applicable. As such, it was found that the law in 

accordance with which the contested measure was ordered lacked clarity and did not 

offer sufficient safeguards against arbitrary interference with the defendant’s rights. 

Following this conclusion, the ECtHR found that the interference with the defendant’s 

right to respect for his private life was therefore not “in accordance with the law” as 

required by the Convention. 

9.4. Nature of practical issues 
The practical issues raised in the cases seem to focus on multiple aspects concerning 

the procedural and fundamental rights of the defendant including provision of access 

to e-evidence, misinterpretation of e-evidence, as well as classification and 

prerequisites for surveillance measures related to privacy of communication. 

In the first case the practical issues were mainly connected with the fact that the 

defendant was essentially denied access to the evidence. It was appealed that due to 

the established restrictions in terms of the time and scope of the access to the case 

file during the proceedings, the defendant could not effectively dispute the charges 

stated in the indictment because he was not provided unlimited access to all evidence 

in the case file or he was provided such only at a very late stage of the proceedings, 

thus violating the defendant’s right to adequate time and facilities to prepare his 

defence. What was additionally elaborated was also the fact that a decision cannot be 

altered by the fact that a defendant’s attorney is granted unlimited access to the case 



file, as the latter cannot substitute for the defendant as regards factual questions, 

particularly if these are very specific, as in the case of the computer crimes at issue.   

During the second case it was maintained that the practical misinterpretation of e-

evidence by the court essentially constituted a violation of the defendant’s 

constitutional rights to defence, equal protection and right to be treated impartially, 

as well as the defendant’s presumption of innocence. It was established that the 

burden of proof in regard to the unclear and insufficient e-evidence did not lie with 

the defendant, but with the prosecution, thus essentially leading to the conclusion that 

the collected e-evidence did not provide certainty of the guilt.  

The third case examined the question whether acquisition of data from internet 

service providers on suspects' communications represents a central step for the use 

of more serious covert investigative measures and if the requirement for appropriate 

analysis can be challenged ex post facto. It has been concluded that acquisition of such 

data requires a relatively low standard of proof of reasonable grounds for suspicion, 

whereas other measures and interferences with communications privacy require a 

higher standard of proof – i.e., reasonable grounds for suspicion. This is because the 

data are used to carry out traffic analyses, which are used to justify proposals for other 

covert investigative measures and for more severe interferences with 

communications privacy. As such, analyses are generally not subject to scrutiny on 

whether they are carried out appropriately and can only be challenged ex post facto. 

The practical issues of the fourth case where essentially focused on the (mal)practice 

of the investigating and prosecuting authorities which may constitute a barrier to fair 

trial due to the violation of the defendant’s privacy of communication. The Slovenian 

police requested an internet service provider to disclose the data regarding the 

respective user who was suggested of committing the crime. The police required the 

operators of the electronic communication networks to disclose to the police the 

information on the owners or users of a certain means of electronic communication 

whose details are not publicly available. Since a new (i.e., dynamic) IP address was 

assigned to a computer each time the user logged on, such data should be considered 

as traffic data and considered as circumstances and facts connected to the electronic 

communication. Thus, it was subject to protection of privacy of communication and 

the Swiss police should not have obtained the dynamic IP address and the respective 

identity of the owner without a court order. It was also maintained that the Slovenian 

police should not have reviewed the files on the computer without a specific court 

order allowing such a search to be conducted. In addition, the law regulating such 

access and retention of such data was also lacking clarity. 

9.5. Victims and defendant – two sides of a criminal 
proceeding 

No specific peculiarities were present with respect to parties and the victims under the 

case law except for two of the cases.  



The second case was one of the most outstanding and publicly exposed criminal cases 

of the last decade in Slovenia due to the victim being a public figure, namely the 

director of the National Institute of Chemistry. Serious controversy arose over the 

question of why the prosecution never prosecuted another perpetrator, since there 

was a legitimate doubt that the perpetrator was not the respective defendant due to 

the faults and insufficiency concerning the e-evidence. 

In the other instance the defendant had the capacity of an active judge which however 

never led to any additional complications. 

9.6. Conviction rates 
Most of the Slovenian cases have resulted in the respective defendant found guilty of 

their crimes. An exception can be found only in the second case where the perpetrator 

was essentially unable to be identified by the collected e-evidence. 

Furthermore, follow-up proceedings were initiated before the ECtHR with respect to 

the fourth case where it was concluded that due to uncertainty of the local legislation 

and the interference with the defendant’s right to respect for his private life, a breach 

of his fundamental rights was committed. 

10. EU case law analysis 
Case law analysis of the decisions of the European Court of Human Rights (ECtHR) and 

the Court of Justice of the European Union (CJEU) was concluded to map relevant court 

decisions that provide insights on the collection and various uses of electronic 

evidence pre-trial and trial criminal proceedings and its effect on fundamental rights 

and freedoms of individuals, namely the presumption of innocent. The identified 

decisions were addressing the topics of fair trial, collection of data for national security 

purposes, classification of e-evidence, access to data/documents/evidence, 

cooperation with telecommunications companies, level of specification of search 

warrants concerning electronic data. 



 

 



10.1. Investigation methods and identified issues 

10.1.1. CJEU 
The identified issues by the CJEU mainly concern the disclosure of information from 

telecommunication companies and the criteria for lawfulness of data retention. 

I. One of the identified issues91 is related to the lawfulness of a European 

Investigation Order (‘EIO’) that requests access to traffic and location data from 

telecommunications company of other Member States on the grounds that e-

communication involving defendants has occurred. Such EIOs request data on 

the communications from defendants’ devices that could determine whether a 

crime has been committed. 

When determining the admissibility of such evidence, a question remains as to 

whether prosecutors and other investigation authorities can request the 

gathering of traffic and location data in order for it to be consequently used as 

part of the indictment against the defendant provided that domestic rules in 

the respective Member States stipulate such competence only to judges. In 

some judicial systems, the prosecutor can only ask the respective judge for the 

issue of such orders and not submit them themselves. 

It was therefore inquired whether a decision made by a national authority 

which is required to issue a request for a telecommunications company of the 

respective Member State to reveal traffic and location data, can acceptably 

substitute the decision which should have been issued by the judge of the 

issuing State in order to guard the legality and inviolability of private life. 

II. The other major issue92 focuses on the lawfulness of an obligation provided by 

domestic laws stipulating that telecommunication companies are required to 

provide information for the purposes of national security and its retention by 

the respective authorities. When determining the lawfulness of such an 

obligation, a ‘strict’ proportionality must be established with respect to the 

person’s fundamental rights. In such an event, a review must be conducted by 

the respective judiciary or administrative authority with obligatory power to 

prevent abuse of power. 

As such, the Court was enquired to rule on whether domestic laws can allow a 

national authority to oblige electronic communication services’ providers to 

disclose information to security and intelligence agencies for national security. 

In addition, it was inquired as to whether providers of electronic 

communications services can be obliged to retain traffic and location data by 

domestic legislation and use automated analysis and real-time collection of 

traffic and location data without notification to the persons whose data is being 

processed. 

 
91 Case C-724/19 
92 Joined Cases C-511/18, C-512/18 and C-520/18 



10.1.2. ECtHR 
Additional issues have been identified by the ECtHR that that examine aspects of fair 

trial, classification of e-evidence, access to data/documents/evidence, level of 

specification of search warrants concerning electronic data.  

I. In the case law identified additional issues93 were assessed regarding cases 

where e-evidence such as video recordings of statements and log-registers of 

call records or any other data are not recognized as documents under domestic 

legislation and thus not presented to the defendants. Such e-evidence was 

however presented on the premises of the Special Prosecutor and could be 

seen if requested. In addition, the defence was also delayed with receiving 

access to the transcripts due to the vast volume of evidence available. The 

applicants repeatedly complained that their right of access to documents had 

been violated. 

II. In addition, issues94 have been raised concerning the lack of appointed 

additional forensic expert assessment or collected evidence by national courts 

despite the lack of decisiveness of electronic evidence such as calls records and 

alert reports from electronic tracking devices. 

III. Furthermore, questions95 have been raised relating to the level of detail that a 

search and seizure warrant must contain so it does not appear too vague. The 

case law examines a scenario where the warrant in respect of the premises of 

a practicing lawyer was not confined to data likely to be related to the alleged 

offences but extended to all data in the office. Following the search, a review 

chamber authorised the examination of all the materials after noting that the 

data had been seized in the context of preliminary investigations and that a 

lawyer could not rely on his duty of professional secrecy when he himself was 

the suspect. 

IV. Another aspect addressed is how much secret surveillance96 can be used 

during criminal proceedings. It remains uncertain as to how detailed and 

precise should the secret surveillance be and what sufficient guarantees are 

required against abuse and arbitrariness so that it does not violate the 

Convention since in such events public authorities interfere with citizens’ rights 

of private life, home and correspondence when they search and keep under 

surveillance homes secretly, monitor electronic communications and 

computer data transmissions and make recordings of any data acquired 

through these methods. 

V. The final case glances over the question97 of effective and timely investigation 

by authorities against recurring acts of cyberviolence. In the examined case, 

authorities failed to protect a citizen from recurring acts of cyberviolence for 

approximately three years. This included disseminating intimate photographs 

 
93 Sigurdur Einarsson and Others v. Iceland 
94 Korban v Ukraine 
95 Robathin v. Austria 
96 Szabó and Vissy v. Hungary 
97 Volodina v Russia, Volodina v Russia (No.2) 



without consent, impersonation through the creation of fake social-media 

profiles and tracking with a GPS device. Authorities have been accused of failing 

to conduct an effective investigation into these acts. 

10.2. Collaborations 
All identified cases have different collaboration aspects, while none concern cross-

border collaboration. In most of the CJEU and ECtHR case law national service 

providers had been collaborating with the respective national authorities regarding 

the retention of relevant data. This collaboration, however, was of obligatory nature 

as they were required by their respective domestic laws to provide such information. 

In the CJEU case law, the principle of mutual trust is discussed regarding the 

acceptance and execution of an EIO. The CJEU outlined that even though an executing 

state cannot refuse to accept an EIO without valid ground, it can propose as an 

alternative less intrusive measure if it serves the same purpose. In addition, the 

grounds of non-recognition and non-execution are also clearly provided for in the EIO 

Directive or as well as the rules so the Member State are able to follow these guidelines 

and not violate the existing mutual trust. 

The main topics covered in the ECtHR case law focus on the procedural consequences 

of collaboration at local level: 

I. The investigation team was collaborating with the respective computer 

forensics division of the police on tapping the applicant’s phone call and its 

examination and relevance to the case. During this collaboration process, 

however, aspects related to lawyer-client confidentiality have not been 

accurately assessed and certain calls have not been deleted as they should 

have been, thus leading to additional procedural difficulties. 

II. Information was requested by national social network platforms regarding fake 

profiles and the disseminated personal data and photos. One of the many 

factors that led to the delayed investigation was due to the year-long late 

response from the respective service providers. In addition, the tracking 

devices that were found have been sent to the special technical measures 

bureau in order to be reviewed in more detail. However, technical means were 

not fully used to determine the number of the SIM card installed on the device 

using the service provider’s network infrastructure.  

Records of phone communications have also been requested from the 

Azerbaijani authorities in connection to the Azerbaijani number used for the 

creation of the fake accounts. They managed to identify the name of the owner 

of the number. However, the connection between him and the suspect was 

never investigated, thus showing that the collaboration with the Azerbaijani 

representatives could have been of use if the investigative authorities have 

investigated the received data into more details. The data collected from phone 

and Internet providers was also not entirely examined for the necessary 

evidence to be compiled by the prosecution. 



III. Various flaws could be found also within the formal indictment prepared by the 

prosecution since not all of the investigator’s suspicions were communicated 

to the prosecution. An example of that was the fact that the alerts from the 

electronic tracking device were presented to the prosecution as technological 

errors, while there were suspicions that they were due to the applicant’s 

interference with the device. 

10.3. Nature of legal issues 

10.3.1. CJEU 
The nature of the legal issues analysed by the CJEU investigates two main legal 

questions regarding the disclosure of information from telecommunications 

companies and the criteria for data retention lawfulness. 

I. The first question is focused on whether a public prosecutor has the 

competence to issue an EIO under Article 2(c)(i) of Directive 2014/41 during the 

pre-trial stage that requests the access to traffic and location data, while 

another national case outlines that this competence is exclusively granted to 

the judge. The CJEU had to investigate if the interpretation of “issuing authority” 

defined under Article 2(c). Article 6(1)(a) obliges the issuing authority to 

evaluate the necessity and proportionality of the EIO and the evidence 

requested. In addition, the Directive also requires further reasonings on the 

need for issuing an EIO, especially in cases of financial data request. Therefore, 

the CJEU concludes that to conduct the assessment and provide the necessary 

reasoning, the issuing authority should be investigative. Also, to issue the EIO, 

this authority must be allowed to do so under national law. This means that if 

under domestic legislation the public prosecutor does not have the right to 

order an investigative measure to receive traffic and location data, then they 

could not be acting as an issuing authority under Article 2(c)(i). Therefore, in the 

current case, even though the Bulgarian law outlines the public prosecutor as 

the competent authority to issue an EIO, domestic legislation grants the power 

to request traffic and location data from a telecommunication company 

exclusively to the court. This leads to the conclusion that the power of the 

public prosecutor in Bulgaria does not extend to the gathering of such type of 

data by way of EIO’s issue. 

II. The second legal question before the CJEU is whether an executing country's 

approval of an EIO requesting traffic and location data can substitute the 

wrongful validation of the same EIO by the issuing state. Article 6 of Directive 

2014/41 outlines the conditions for an EIO and states that if the executing 

country has concerns, it could consult with the issuing state. In addition, the 

executing authority can also reject the EIO on the grounds of non-recognition 

or non-execution described under Article 11. Considering these aspects, the 

CJEU concludes an executing State cannot compensate for the infringement of 

the criteria under Article 6(1). However, an executing state could not refuse to 

execute the EIO on other grounds but only to suggest a less intrusive measure 

if possible. 



10.3.2. ECtHR 
Regarding the ECtHR cases identified, no specific common link can be 

established. The cases, however, provide vast insight into how e-evidence 

should be dealt with so that the defendants’ interests are duly secured. 

I. One of the legal issues concerns the issues of collecting documents, their 

classification, and the establishment of access limits. In connection to this, a 

question was raised as to whether the defence had the right to examine the 

vast amount of data the prosecution collected arbitrarily and not included in 

the investigation file, as well as "tagged" data found through system searches, 

in order to find material that would be exculpatory. During the proceedings 

documents/data have been collected in several categories, as following:  

• “full collection of data” which encompassed all the material obtained by 

the prosecution and which included tagged” data as a sub-category “as 

resulting of searches using specified keywords but not subsequently 

included in the investigation file;  

• “investigation documents”, identified from that material by means of 

further searches and manual review as being potentially relevant to the 

case; and  

• “evidence in the case”, that is the material selected from the 

“investigation documents” and actually presented to the trial court by 

the prosecution. 

The defence was given access to the "evidence in the case" during the hearings 

and was given a chance to review the "investigation file," which contained 

information that had not been filed with the domestic court. However, the 

defence was not given access to the "full collection of data". 

(i) The “full collection of data” inevitably included a mass of data which was 

not prima facie relevant to the case. Moreover, for the purpose of 

identifying relevant data, it is legitimate for the prosecution to sift 

through the vast volume of unprocessed material to identify and to 

reduce the file to manageable proportions. Nevertheless, in principle an 

important safeguard in such a process would be to ensure that the 

defence was provided with an opportunity to be involved in the laying-

down of the criteria for determining what might be relevant. Therefore, 

in this respect the data in question were more akin to any other 

evidence which might have existed but had not been collected by the 

prosecution at all, than to evidence of which the prosecution had 

knowledge but which it refused to disclose to the defence. 

Thus, it was not a situation of withholding evidence or “non-disclosure” 

in the classic sense, since the prosecution had in fact not been aware of 

what the contents of the mass of data were, and to that extent it had 

not held any advantage over the defence. 



(ii) While the excluded material was a priori not relevant to the case, the 

“tagged” data because of the initial searches had been prepared solely 

by the prosecution, without being superseded by any judicial authorities 

and without involving the defence in the process. 

The defence had denied the “tagged” documents on the grounds that 

they had not existed and that there was no obligation to create such 

documents. It would have been appropriate for the defence to have 

been afforded the possibility of conducting a search for potentially 

exculpatory evidence since further searches in the data would have 

been technically straightforward, even though under the application 

domestic legislation no obligation exists for the prosecution to create 

documents which did not already exist. Since the privacy issues were 

not insurmountable obstacles in that respect, any refusal to allow the 

defence to carry out further searches of the “tagged” documents would 

in principle raise an issue regarding the provision of adequate facilities 

for the preparation of the defence. 

II. At another instance, prosecution authorities and national courts had been 

dealing with the consistency of e-evidence. At the start of the criminal 

proceedings, one of the offences raised was making threatening calls to an 

official. This claim was based on the phone calls that the respective official had 

received from an individual who presented himself as the applicant. The final 

judgement does not outline what further evidence had been presented in 

support of this accusation.  

Additionally, it was raised by the investigator that during the applicant’s house 

arrest there had been thirty‑eight alerts from the electronic tracking device 

which was pointed out as evidence that the applicant might have tampered 

with it. Out of the 38 alerts from the tracking device used during the applicant’s 

home arrest, only 3 were explained reasonably by court hearings and a hospital 

stay. The remaining alerts were claimed to be fault of the technology used by 

the device. Despite the uncertainty of the collected e-evidence, these 

suspicions were not presented to the prosecution and no additional evidence 

or forensic expert assessments have been appointed. 

III. The topic of whether search and seizure of the electronic data for the purposes 

of crime prevention constitutes an interference with the applicant’s right of 

respect for his “correspondence” has been also analysed. The issue of whether 

the search warrant is too vague to be in accordance with the law raises the 

question of proportionality. The warrant was, however, couched in extremely 

broad terms, as it authorised in a general and unlimited manner the search 

and seizure of documents, personal computers and discs, savings books, bank 

documents and donation deeds and wills in favour of the applicant. Although 

the applicant had benefited from numerous procedural safeguards, the review 

chamber to which he had referred the case had given only brief and rather 

general reasons when authorising the search of all the electronic data from the 

applicant’s office, rather than data relating solely to the relationship between 



the applicant and the victims of his alleged offences. In view of the specific 

circumstances prevailing in a law office, particular reasons should have been 

given to allow such an all-encompassing search. In the absence of such 

reasons, the seizure and examination of all the data had gone beyond what 

was necessary to achieve the lawful aim. 

IV. Another aspect addressed is to what extent secret surveillance could be used 

during criminal proceedings. It remains dubious as to how detailed and precise 

the secret surveillance legislation should be and what sufficient guarantees are 

required against abuse and arbitrariness so that it does not violate the 

European Convention of Human Rights. 

According to the Hungarian legislation only two scenarios could entail secret 

surveillance:  

(i) the prevention, tracking and repelling of terrorist acts in Hungary; and  

(ii) the gathering of intelligence necessary for rescuing Hungarian citizens 

in distress abroad.  

In matters affecting fundamental rights the legislation granting discretion to 

the executive authority in the sphere of national security must indicate the 

scope of such discretion and the manner of its exercise with sufficient clarity to 

give the individual adequate protection against arbitrary interference. Under 

the national legislation, authorisation for interception could be given in respect 

not only of named persons, but also of a “range of persons”, a notion that is 

overly broad and could pave the way for the unlimited surveillance of a large 

number of citizens. For this purpose, the need for the interference to be 

“necessary in a democratic society” must be interpreted as requiring that any 

measures taken should be strictly necessary both, as a general consideration, 

to safeguard democratic institutions and, as a particular consideration, to 

obtain essential intelligence in an individual operation. Any measure of secret 

surveillance which does not fulfil the strict necessity criterion would be prone 

to abuse by the authorities. Although surveillance measures are subject to 

prior authorisation, such supervision is eminently political and inherently 

incapable of ensuring the requisite assessment of strict necessity. Therefore, 

supervision by a politically responsible member of the executive did not 

provide the necessary guarantees. 

V. Finally, the last question examined in the identified ECtHR case law is on the 

timely matter of investigation by authorities and whether authorities, once 

aware of a cybercrime interference with a citizen’s rights, had discharged their 

obligations to take sufficient measures to put an end to that interference and 

prevent it from recurring. 

(i) On the question of whether an adequate legal framework had been put 

in place providing the applicant with protection against the acts of 

cyberviolence, it was held that the authorities’ response to the known 

risk of recurrent violence had been manifestly inadequate and that, 

through their inaction and failure to take measures of immediate 



deterrence, they had allowed him to continue threatening, harassing, 

and assaulting the applicant without hindrance and with impunity. This 

finding was also applicable in the circumstances of the present case in 

which the authorities had not considered at any point in time what could 

and should have been done to protect the applicant from recurrent 

online violence. 

(ii) As to how the authorities had investigated the applicant’s reports: The 

investigation was opened late, almost two years after the applicant first 

reported the fake profiles to the police. Before that, the police had 

sought to dispose hastily of the matter on formal grounds instead of 

making a serious and genuine attempt to establish the circumstances 

of the applicant’s malicious impersonation on social media. Since state 

authorities are responsible for delays, whether attributable to the 

conduct of their judicial or other authorities or due to structural 

deficiencies in their judicial system, it is immaterial whether the initial 

delay was caused by a lack of clear rules on jurisdiction for investigating 

online offences or by the reluctance of individual police officers to take 

up the case. Delays connected to the unavailability for questioning of 

the suspect party are also not convincing. In any event, police 

authorities are required to act promptly and in good faith to secure 

forensic evidence of the alleged offences, such as the identification of 

phone numbers and Internet addresses used to create the fake profiles 

and upload the applicant’s photos. This had not been done, however, 

until two years later, resulting in a loss of time and undermining the 

authorities’ ability to secure evidence relating to the acts of 

cyberviolence. 

10.4. Nature of practical issues 

10.4.1. CJEU 
I. The fundamental issues in the identified CJEU case law relate to the 

examination of whether the evidence is obtained on valid legal grounds under 

the Bulgarian national legislation and whether any rights of the defendant have 

been breached under these circumstances. The practical problem is that there 

is a certain incompatibility between the legal provisions and the principles laid 

down in domestic case law. Under the Bulgarian law, a public prosecutor has 

the right to issue an EIO. However, case law shows that the power of the public 

prosecutor is limited to occasions where certain types of data is concerned. An 

example of this is the data required in the current case concerning traffic and 

location information. As outlined in Directive 2014/41, if there is a risk of breach 

of a person’s fundamental rights due to an investigative measure prescribed 

by an EIO, the respective EIO should not be executed. Although in the current 

case the presumption of innocence had not been directly infringed, it might be 

argued that the right to fair trial (Art.6 ECHR) had been put under question. The 

fact that the public prosecutor has issued an EIO that includes investigative 



measures which go beyond his prerogatives had put the defendant’s rights at 

risk. 

II. The other practical issues focus on the exemption of the right to privacy usually 

made in the context of national security. It is the obligation of the court to 

elaborate clear boundaries and state which measures could not be applied on 

the basis of  national security and combatting terrorism as their nature violates 

the fundamental rights of the citizens and go beyond the necessity to fulfil its 

lawful purpose.  

10.4.2. ECtHR 
I. One of the central practical issues in the case is connected to the dissemination 

of the vast amount of data and filtering the relevant information necessary for 

the filing of an indictment. Such data needs to be of nature that serves as 

grounds for indictment. The evidence presented to the court was summarised 

which may lead to some inaccuracies or incompleteness.  

In addition, when the applicants examined some of their tapped telephone 

conversations which were stored by the Specialised Prosecutor, they found 

that among the phone calls there were five calls between some of the 

applicants and their respective lawyers. Thus, they submitted a complaint. The 

prosecution responded that an error had been made and the phone calls had 

not been erased immediately and that they had since been deleted. It was 

explained that the calls had been recorded by the Computer Forensics Division 

of the Police and investigators evaluated their relevance to the case. The 

investigators had been commanded to stop listening to recordings when they 

became aware that the defendant was speaking to his defence lawyer and not 

to expose whatever they had already heard. However, an employee did not 

mention the phone calls in question when writing a report which led to 

neglecting them when deleting the rest of the calls in the report. The 

Specialised Prosecutor outlined that the calls had not been listened to and that 

confidentiality had been respected. Since these recordings were not used as 

evidence, the court noted that the police could not have anticipated that a 

specific call would be with the defendant’s lawyers and the procedure in place 

was reasonable. 

Finally, despite the frequent complaints to the prosecution about lack of access 

to documents, the applicants had never formally sought a court order to access 

the “full collection of data” or for further searches to be carried out, nor they 

had suggested further investigative measures such as a fresh search using 

keywords suggested by them. This possibility of a review by the court was an 

important safeguard in determining whether access to data should be ensured. 

Moreover, among the evidence submitted to the trial court there were 

overviews of the seized items and an approximate idea of their contents. In 

those circumstances and bearing in mind that the defendants had not provided 

any specification of the type of evidence they had been seeking, the lack of 



access to the data in question was not such that the defendants had been 

denied a fair trial overall. 

II. The alerts from the applicant’s electronic tracking device ran counter to the 

documents the prosecution had in possession. As such, the lack of additional 

collected evidence and the appointed forensic expert assessments leads to the 

impossibility to conclude if an obstruction of the device has been occurring. 

III. The fact that the warrant was written in a way that makes its interpretation 

broad and difficult was one of the most problematic points in this case. The 

police officers had to follow the judge’s orders after the confirmation to seize 

all files, while at the same time deal with the opposition from the Vienna Bar 

Association representative.  

In addition, the fact that the applicant is a lawyer also led to a more complicated 

situation as the professional secrecy of a lawyer also had to be considered 

when examining the files of the rest of his client. In addition, the law firm was 

owned not only by the defendant but by his partner as well. While this partner 

was not a suspect, files that were concerning him and his client have also been 

seized. 

IV. The national legislation did not clarify how the notion of a “range of persons” is 

applied in practice and the authorities were not required to demonstrate the 

actual or presumed relation between the persons or range of persons 

concerned and the prevention of any terrorist threat. In such cases it would 

defy the purpose of government efforts to keep terrorism at bay, and thus 

restore citizens’ trust in their abilities to maintain public security, if the terrorist 

threat were paradoxically replaced by a perceived threat of unfettered 

executive power intruding into citizens’ private spheres by virtue of 

uncontrolled yet far-reaching surveillance techniques. In the present case, it 

could not be ruled out that the domestic provisions could be interpreted to 

enable strategic, large-scale interception. 

V. According to the claims of the police, the delay caused by the investigation was 

caused by deficiencies of the domestic legislative framework, namely a lack of 

clear rules on jurisdiction for investigating online offences. 

10.5. Victims and defendant – two sides of a criminal 
proceeding 

No specific peculiarities were present with respect to the parties in the examined case 

law of both the CJEU and the ECtHR with the exception of two cases where the 

defendants had a unique capacity – a public political figure and a lawyer.  

Due to the country's political environment and the defendant's involvement as a 

politician, the public awareness of the proceedings was significantly raised. As such, 

on several occasions during the proceedings influential people have claimed that the 

defendant had committed serious crimes, which strongly influenced the public 

opinion of the defendant’s innocence. As the court outlined, the words that they used 



were particularly important. They breached the presumption of innocence by 

proclaiming a person guilty before his guilt had been established before the court. 

In the other instance the fact that the applicant was a practicing lawyer led to the 

additional circumstances that were never taken into consideration by the investigation 

authorities, thus infringing the attorney- client privilege which led to procedural 

violations, invalidity of evidence and infringement of fair trial. 

10.6. Conviction rates 

10.6.1. CJEU 
The CJEU case law held that EU law requires the respective issuing authorities to 

provide reasonings for the sought investigative measures and to provide a safeguard 

for the fundamental rights of the individuals concerned. Additionally, domestic 

legislation is prohibited to oblige ] electronic communications services’ providers to 

conduct general and indiscriminate transmission of traffic and location data to 

national security agencies for the purpose of national security.  

I. The criteria for issuing and transmitting an EIO should mitigate the potential 

abuse of the right to fair trial, right to privacy and the presumption of 

innocence. In addition, the executing authority is also provided with the 

opportunity to suggest alternative measures that will not interfere with 

individuals’ rights and serve the same purpose. 

II. The CJEU stated that an obligation to conduct general and indiscriminate 

transmission of traffic and location data affects the protection of privacy and 

personal data, and it is conflicting with the principle of freedom of expression. 

Only in cases where there is a severe threat to national or public security such 

a measure could be imposed; however, they must be ‘strictly’ proportionate to 

the purpose sought.  

10.6.2. ECtHR 
Most of the identified ECtHR decisions stipulate that violations were committed 

against the respective defendants. The decisions do not discuss in detail the electronic 

evidence in the case. Some of these judgements do not rely on the e-evidence 

presented in the respective cases due to them being seen as insufficient and 

unreliable evidence. Mostly the violations result either from the investigation process 

being faulted or the fundamental rights of the person concerned being affected. 

Only one of the cases has resulted in a decision that finds a lack of violation due to the 

passive behaviour of the defence with respect to their option for requesting data to 

be included in the case’s evidence. 

  



11. Comparative analysis of Eastern Europe 
National case law and EU case law 
Both the analyses at national and European level show the importance of electronic 

evidence during both the pre-trial and trial phase of the criminal proceedings. 

Furthermore, the analysis demonstrates that collaboration with expert witnesses/ 

forensic examiner, and service providers is mainly conducted at national level as the 

ECtHR and CJEU review cases that have already gone through review by the respective 

national court. Nevertheless, it could be argued that all identified case law shares 

common type of both practical and legal issues.  

The main trends noted by the researchers which identified the case law is that there 

are existing issues within the examined jurisdictions in terms of how e-evidence is 

collected and handled by the investigative and prosecution authorities. This is further 

exacerbated by the limited capacities of the court to appropriately review and 

construe the presented electronic evidence, in particularly visible at the lower courts’ 

level where low awareness is observed. The same is likewise applicable to the 

prosecution as some of the identified case law revealed there is a lack of appropriate 

understanding how current technologies function which might not only breach the 

presumption of innocence but to also to erroneous judgement. It was reported that in 

some cases all electronic evidence is excluded in the materials of the case by the 

prosecution. It was highlighted that in some of the examined jurisdiction, at the lower 

courts’ level, the involvement of forensic examiners is not sought. 

Another major point is the efficiency of the collaboration with electronic service 

providers, since this is an important element in the evidence collection process. It was 

reported by the INNOCENT research team that in some of the examined jurisdictions 

that such collaboration is oftentimes the last resort for the investigation authorities, 

rather evidence is sought directly from the victim and/ or the defendant. Yet, all 

partner countries’ domestic legislation clearly outlines how such collaboration should 

be executed. 

12. National and European legal gaps in the 
context of electronic evidence 
The identified case law allows for the identification of existing gaps in the applicable 

legislation when it comes to the use of electronic evidence in the criminal procedure. 

In one of the national cases identified, a question before the court was raised with 

respect to the format in which the evidence should be presented as one of the lower 

instance courts have established that an electronically provided evidence is only a 

copy of the actual evidence. This was revoked by the higher court; however, it was 

established that the format of the evidence in a case could be consistent. Therefore, if 

the initial evidence is presented as a paper document, then the one discovered at a 

later stage should not be in an electronic format. This shows that some of the national 

courts are not entirely prepared to deal dynamically with different forms of evidence, 

especially when it comes to electronic evidence. What is more, during the focus group 

organised within the INNOCENT team, researchers have shared that there might be a 



need to introduce specific provisions that deal with the handling of e-evidence at both 

pre-trial and trial stage of the proceedings. It was shared that there is a lack of specific 

requirements alongside vague statements that all evidentiary rules – search or 

interception can also be used for collecting e-evidence. Only in one of the partner 

countries there is legislation that outlines e-evidence handling, introducing temporary 

seizure and analysis of electronic data as regular investigative measures, as well as all 

procedural guarantees and special investigative measures.  

Every case has its individual circumstances that may often lead to making the 

collection of evidence in a consistent format impossible. It could also be claimed that 

presenting of evidence in a coherent manner can contribute to avoiding the 

negligence of certain pieces of evidence. However, this could also be covered by 

following certain established guidelines and practices in addition to the careful 

examination and reporting of every finding. 

In another national case, the defence questioned the conclusions presented by the 

expert witness as he was not following the latest methods for the examination of the 

electronic evidence. The lower instance court ruled that the professional was not 

obliged to follow the latest practices, especially in they were not scientifically proved. 

The higher instance court revoked this decision and obliged the court to follow the 

latest developments in regard to electronic evidence examination and to implement 

them. However, this case is an example of the fact that both the investigators, expert 

witnesses/ forensic examiners and lower instance courts are not competently 

prepared to collect, examine, and access data in electronic format. 

13. Implementation of the presumption of 
innocence and respect for human rights in the 
researched countries  
The analysis presented herewith shows significant percentage of national cases where 

both the court and authorities treat with respect the defendants’ right to fair trial. In 

several cases a conviction has not been established due to the lack or inconclusive 

evidence. However, it could also be claimed that in such cases certain traces stemming 

from electronic evidence were not followed during the investigation, which might had 

changed the outcomes of these instances. These are examples of overreliance on the 

presumption of innocence by neglecting pieces of electronic evidence that might have 

proven the defendant’s guilt. However, some of the analysed cases also show that 

such negligence has infringed the defendant’s rights by not considering exculpatory 

evidence. Among the identified cases, where the presumption of innocence has been 

violated, this mainly happened at the first instance stage. On the contrary, a significant 

percentage of the identified case law decisions which enhance the presumption of 

innocence are delivered by the respective higher instance court or even the supreme 

court. 

Most of the analysed ECtHR case law established that there has been a violation of the 

defendant’s fundamental rights. The selected case law mostly concerns infringements 

at the pre-trial stage during the investigation or due to a court decision that did not 



consider all the evidence or did not appropriately evaluate it. This shows the clear 

need for improving the competence of both the law enforcement authorities and 

judiciary in the context of electronic evidence as they currently lack necessary 

knowledge and skills to evaluate it in the same way as physical evidence or paper 

documents. In both ECtHR and CJEU selected case law there are examples using 

surveillance or collection of personal data. In the ECtHR case it was established that 

the presumption of innocence was indeed affected, while it could be argued that the 

CJEU case enhances its practical implementation. 

14. Level of professional knowledge in regard to 
electronic evidence examination 
In cases where the main source of evidence is in electronic format, the high level of 

competence and in-depth understanding by both the investigators and judiciary is of 

great importance. In order to follow certain evidence traces in an electronic 

environment, the investigative and prosecution authorities should understand what 

kind of information could be found in potential devices, what methods should be used 

and how to examine the authenticity and integrity of this type of evidence. In addition, 

once this piece of evidence is presented before the court, the judges, prosecutors, and 

lawyers need to be able to apply the legal principles and rules in regard to the facts 

presented by the electronic evidence. 

It is difficult to draw universal conclusions from the identified case law are as there are 

examples of complete negligence of e-evidence from either the pre-trial authorities or 

the lower instance courts, while simultaneously there are cases where all good 

practices and guidelines have been followed. The main types of devices and 

mechanisms that the investigation, prosecution and the court needed to consider and 

examine are mobile phones, personal computers, and location tracking. In several 

cases, collaboration was established with relevant electronic service providers, yet in 

some, this was done in an untimely manner which affected the outcomes of the case. 

A significant percentage of the analysed case law outlines that one of the central 

practical issues revolves around the examination of electronic evidence. It is observed 

that both the pre-trial authorities and judiciary had difficulties with either following 

good practices or with extracting the necessary evidence from various devices. One of 

the cases shows that the process is significantly complicated if there is a vast amount 

of data concerned. This might affect the presumption of innocence as large amount 

of data may include either exculpatory or inculpatory evidence. Therefore, the 

prosecutors’ and judiciary’s knowledge and skills to deal with such challenges are 

significant as it may affect the outcomes the cases. As outlined in the section above, 

the need of such competences is most noticeable during the pre-trial stage and at 

lower instance courts. 



15. The influence of the gender perspective and 
sociological factors in the context of the 
presumption of innocence 
Apart from the legal and practical issues that emerged in the cases presented above, 

there are also sociological factors that influence the criminal proceedings in the 

different stages.  

The cases identified under the Croatian jurisdiction concern sexual abuse offences 

against children. Such type of crime creates high public interest while putting on focus 

a vulnerable victim – a child. Nevertheless, in two of the three cases, the victims were 

actively participating in the proceedings, providing evidence themselves. The provided 

electronic evidence was one of the main instruments that consequently led to the 

conviction of the offenders. Although it was not explicitly mentioned, crimes where 

the victim is a child are usually of extremely sensitive nature as it is responsibility of 

all the parties involved (investigators, prosecution, lawyers, judiciary, social workers) 

to maintain the balance between the child’s well-being and protection from further 

harm and the defendants procedural and fundamental rights. 

In one of the Slovakian cases which also concerns sexual abuse, although not against 

a minor, the treatment of the victim greatly influenced the proceedings. The presumed 

victim was mentally unstable, which the investigators and judiciary assumed was due 

to the alleged abuse done to her by her father. In order to protect her from further 

harm and to avoid prolonged proceedings, the examination of electronic evidence was 

done quite briefly leading to extreme negligence. This case is an example of how 

gender stereotypes could significantly affect the presumption of innocence, and hence 

the right to fair trial. Since the crime in question was of highly sensitive nature, the 

authorities did not focus on the objectivity of the circumstances and did not carry out 

a detailed investigation, instead the emphasis was put on the issuing of a sentence 

and protecting the victim from further psychological and psychical harm. It was only 

on a later stage of the proceedings when it was discovered that the presented 

electronic evidence was inaccurate and simulated, and the defendants was declared 

innocent.  

Another type of crime that is significantly influenced by sociological factors is violation 

of a service oath (Slovakian second case) and bribery committed by a public official 

(Polish third case). In both cases additional factors such as the high public interest 

influenced the manner in which the investigation, proceedings, and decision-making 

have been done. Also, the fact that the breach of the policeman service oath was 

connected to a potential crime that a colleague of his was suspected of committing 

added aspects that were very controversial and the court needed to consider.  

Among the European case law identified, there is a case which has been most 

significantly influenced by sociological factors. It concerns a defendant which was 

acting as a politician, making the case widely presented in the respective national 

media. Some of his political opponents and other officials made public statements 

that were directly stating unconfirmed facts regarding the defendant’s guilt which 

constitutes a substantial infringement of his presumption of innocence.  



As it can be seen from the selected cases there are a number of sociological factors 

that may greatly influence the outcomes in the criminal proceedings. It is an essential 

skill for both the prosecution and judiciary to consider them and assess their impact 

on a certain case. It is their responsibility to evaluate the individual circumstances in 

each case and take a competent decision that will both protect the victim but also be 

of full compliance with the defendant’s rights. 

16. General conclusions from the collected data 
and identified gaps 
Based on the case law analysis, it could be concluded that whenever presented 

electronic evidence has a central role in the outcome of a case. However, it could also 

significantly affect a defendant’s fundamental rights and legal principles, such as the 

presumption of innocence.  

There are several key elements which need to be considered in order to strike the 

balance between the use of electronic evidence and the presumption of innocence: 

• Due weight should be given to the evidence collection methods being duly 

reflected as well as the chain of custody. 

• Access to the collected evidence should be provided to all procedural parties. 

• Electronic evidence should be assessed according to the most current practices 

based on scientific research by a qualified expert witness/ forensic examiner. 

• Constant efforts should be invested to continuously increase and maintain the 

competence of prosecution and judiciary but also lawyers in terms of critically 

examining and evaluating electronic evidence.  

  



Appendix 1 Data Collection Template 
Details of the case  
(Please, include 
here information of 
the parties, the 
competent court, 
the stage of the 
criminal 
proceedings, the 
year of start and 
end of the criminal 
proceedings)  

  

Facts of the case   
(Please describe the 
crime, and the key 
facts of the case that 
are relevant to the 
use of digital 
evidence and its 
effect on the right to 
fair trial from legal 
and practical 
standpoint.  
  
Did the 
accused/defence 
made any 
statements in view 
of the e-evidence, if 
yes – please provide 
a summary?)  

  

The relevant legal 
issues  
(Please describe key 
issues in relation to 
the interpretation 
of the right to fair 
trial when applying 
e-evidence and 
application of the 
applicable legal 
framework.   
Which provisions 
were applicable in 
your opinion/which 
provisions were 
invoked in the 
indictment and 
which in the court’s 
decision?   
Did the charges 
change at any point 
in the course of the 

During the investigation.  
  
  
In the prosecution of the offence(s).  
  
Before the court (reference separately first 
instance/appellate/cassation court decisions).  
  
  



proceedings? How? 
Was this influenced 
by the submitted e-
evidence?)  
The relevant 
practical issues  
(Please describe key 
issues in relation to 
the practice of the 
investigating and 
prosecuting 
authorities which 
may have 
constituted a 
barrier to fair trial 
in the effective 
investigation and 
prosecution of the 
case.   
In your analysis, 
please emphasise 
practices in relation 
to the collection and 
use of e-evidence 
during the 
investigation and 
prosecution of the 
offence.)  

  

Collaboration  
(Please include 
information 
whether there was 
ongoing cross-
border 
collaboration, or 
collaboration with 
electronic services’ 
providers/ Internet 
Service Providers. 
Information about 
the appointment 
and statement by 
expert witness is 
highly welcome)  

During the investigation.  
  
  
In the prosecution of the offence(s).  
  
Before the court (reference separately first 
instance/appellate/cassation court decisions).  

Outcome of the 
case  
(Please describe the 
outcome of the case, 
with reference to 
the different stages 
of the proceedings 
(first instance, 
appellate, etc.). 
What crime(s) was 

  



the defendant 
acquitted/convicted 
for?  
Was the right to fair 
trial discussed in the 
sentence and how? 
How was the e-
evidence evaluated 
by the Court?)  
Other   
Please mention any 
additional barriers 
or good practices, as 
well as any other 
elements you deem 
to have played an 
important role in 
the case and were 
not mentioned in 
the previous 
sections.  

  

 


