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Executive summary

This deliverable is one of the two results of Task 3.1, “Manufacturing Data Quality Strategy”. It
presents i40 QualiExplore (i40%), a web-based software tool for visualizing information quality
characteristics and factors. Producers need to know the latter to assess their relevance and
identify measures to manage them. i40% is an example of a measure to raise awareness of data
quality. D3.9 outlines these and other measures in its proposed activity framework. QualiExplore’s
main application is standalone using a permissive open-source license (Apache 2.0), so
stakeholders can easily exploit it.

i40% has a 2-staged user interface to grant users access to factor knowledge. The first stage
serves as a filter because a high number of factors can cause information overload for users.
Relevant filter categories include the user’s goals, quality (information characteristics), and
channels/sources. The goals include the perspective of the information user and the information
creator/author. This approach is helpful because it emphasizes that many measures that avoid
quality problems require both parties’ involvement. Each category has several statements
representing the user’s interest in information quality problems and related factors. The indicated
factor categories structure the factors and provide a link between statements and factors.

i40% has nine requirements. Three are fulfilled, one is partially fulfilled, two are not fulfilled yet,
and three are not relevant or not in the tool’s scope. Current i40% features include an editing
environment for filters and factor knowledge, a database to store the knowledge, and the
implementation of a chatbot widget. QualiExplore’s second version integrates the chatbot’s
backend with the Rasa Open Source framework, a graph database with factor knowledge in Neo4J,
and content updates. This bot is not open source and is not required to use i40%. A final version
of the entire solution will include bug fixes and content updates. This document 40 D3.10 v2 is
an update of v1 of D3.2., for this reason it contains information of the 1st version together with
the updates developed in this 2nd version.



Document structure

Section 1: Contains a general description of i4Q QualiExplore, providing an overview and a list of
features. It is addressed to the final users of the i4Q Solution. This section provides content for
the web documentation, which can be accessed online at: http://i4q.upv.es/2_i4 E/index.html

Section 2: Contains the technical specifications of the i4Q QualiExplore, providing an overview
and its architecture diagram. It is addressed to software developers.

Section 3: Details the implementation status of the i4Q QualiExplore, explaining the current
status, next steps, and summarizing the implementation history.

Section 4: Provides the conclusions.

APPENDIX I: Provides the PDF version of the i4Q QualiExplore web documentation, which can be
accessed online at: http://i4q.upv.es/2_i4Q_QE/index.html

i4Q D3.10 - QualiExplore for Data Quality Factor Knowledge 7
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1. General Description

1.1 Overview

i40 QualiExplore is a web-based software tool for visualizing information quality characteristics
and factors.! Producers need to know the latter to assess their relevance and identify measures to
manage them. i40%" has a 2-staged user interface to grant users access to factor knowledge. The
first stage serves as a filter because a high number of factors can cause information overload for
users. Relevant filter categories include the user’s goals, quality (information characteristics), and
channels/sources. The goals include the perspective of the information user and the information
creator/author. This approach is helpful because it emphasizes that many measures that avoid
quality problems require both parties’ involvement. Each category has several statements
representing the user’s interest in information quality problems and related factors. The indicated
factor categories structure the factors and provide a link between statements and factors.

i40% is an example of a measure to raise awareness of data quality. D3.10 outlines these
measures in its proposed activity framework. i40% is a standalone application and does not
depend on other 40 solutions. It uses a permissive open-source license (Apache 2.0), so
stakeholders can easily exploit it.

1.2 Features

This section summarizes i40% features. It covers the implemented features of version one and
the planned ones for version two, as summarized in Table 1.

Features Version 1 (D3.2) Version 2 (D3.10)

Data quality factors and filter functions | X

Editing environment X

Knowledge base X (MongoDB) X (Neo4))
Natural language interface X

Table 1. Feature overview and version

i4Q% is a web-based software tool for the visualisation of information quality
characteristics and quality factors using the Evolutional Data Quality Concept and a
Data Life Cycle.

! The tool’s first version resulted from the Horizon 2020 project NIMBLE (723810): https://www.nimble-
project.org/wp-content/uploads/2019/11/NIMBLE-D6.4_Quality-Management-Handbook-1.1.pdf

i40 8



121 Data quality factors and filter functions
i40% uses the Evolutionary Data Quality concept outlined in D3.1 to present data quality
characteristics and factors. Users can interact with this information to identify relevant quality
factors for their use case. i40%" content has a tree shape, as illustrated in Figure 1.

QualiExplore

Step-2
This step highlights the most relevant factors with a

Selected Filters ¥

Return to Step-1

Discover all Quality Factors Quality Factor Information

~ Platform information quality ~ Semantic errors

* Collection quality
The semantic problem is a problem of linguistic processing. It relates

* Accuracy
to the issue of how spoken utterances are understood and, in

M Semantic errors
particular, how we derive meaning from combinations of speech

M Syntactic errors sounds (words).
M Typographical errors Sources
Bias Link To Source[#

Measurement instrument infermation

M Pproviding disinformation

~ Consistency
Standard application

~* Completeness

Figure 1. Tree structure to present data quality factors

The tree can become quite complex and hard to comprehend for users. Before users interact with
the tree, they can describe their interest in production data quality. This approach helps highlight
the most relevant branches and leaves in the tree.



QualiExplore

Step - 1

Select one or more items that fit to the task that you would like to do. QualiExplore will show you factors that influence the

quality of the information that you can use in your task.

© Goals

[ 1 want to track other's products.

[ I want that customers can track my products.
[ | want to negotiate with partners.

[ 1 want to upload products.

[ 1 want customers to find my products.

[ | want customers to trust my company.

[ | want to understand cyber-attack risks.

v Quality

I am concerned my information is erroneous.

[ 1 am concerned that my information is
incomplete.

[ 1 do not want my information to be
contradicting.

[ I am concerned that my information is
outdated.

[ My information should be credible.

Figure 2 presents the filter website in i40%.

QualiExplore

Step - 1

1 Sources

[ 1 want to connect sensors to the platform.
[ I want to use platform forms.

[ | want to work with maintenance reports.
[ 1 want to upload files.

[ 1 want to connect/use a third party tool.

Select one or more items that fit to the task that you would like to do. QualiExplore will show you factors that influence the

quality of the information that you can use in your task.

© Goals

[ | want to track other's products.

[ 1 want that customers can track my products.
[ | want to negotiate with partners.

[ I want to upload products.

[ 1 want customers to find my products.

[ I want customers to trust my company.

[ I want to understand cyber-attack risks.

v Quality

| am concerned my information is erronecus.

[J 1 am concerned that my information is
incomplete.

[ I do not want my information to be
contradicting.

[ 1 am concerned that my information is
outdated.

[ My information should be credible.

Add More

1 Sources

[ 1 want to connect sensors to the platform.
[ 1 want to use platform forms.

[ 1 want to work with maintenance reports.
[ | want to upload files.

[ 1 want to connect/use a third party tool.

Figure 2. Filter categories and filter statements

The user’s goals, quality (information characteristics), and channels/sources are relevant filter
categories. Goals include the information user’s and creator’s perspectives. This approach is
helpful because it emphasizes that many measures that avoid quality problems require the

involvement of both parties.
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A filter is a statement about production data and belongs to a category. Data quality factors can
belong to one or more statements. The statements filter results through an “OR” logic, i.e., the
more filters the user selects, the more factors i40% will highlight.

1.2.2 Editing environment

QualiExplore’s original version allows developers to change filters, tree structure, and factors by
modifying the related files. i40%" simplifies the process by introducing an editing environment for
authorized users. It assumes that authorized users can log in and access the editing environment.
Figure 3 illustrates the login screen. Visitors can freely browse the filters and factor knowledge.

QualiExplore

Username:

Password:

Figure 3. Login screen

If an admin user logs in, they will see editing buttons on i4Q% filter and factor sites. Figure 4 and
Figure 5 present the admin views for both sites.

QualiExplore

QualiExplore

Step - 1

Select one or more items that fit to the task that you would like to do. QualiExplore will show you factors that influence the
quality of the information that you can use in your task.

Add More

© Goals v Quality 1 Sources

Figure 4. Admin view of the filter page



Discover all Quality Factors Quality Factor Information

* Platform information quality ~ Semantic errors
¥ Collection quality

v Accuracy The semantic problem is a problem of linguistic processing. It relates
M Semantic errors to the issue of how spoken utterances are understood and, in
. particular, how we derive meaning from combinations of speech
M Syntactic errors
sounds (wards).

M Typographical errors Sources
Bias Link To Sourcel
Measurement instrument information
M Providing disinformation
« Consistency
Standard application

¥ Completeness

Measurement frequency Prog ress
Technical issue
Software bug 0of4

Standard application
Metadata

Figure 5. Admin view of the tree page

Figure 6, Figure 7, and Figure 8 present the actual editing environment to modify filter categories,
filter statements, tree structure, and factor descriptions and their relations to filter statements.

Edit your data .

Filter category name

Your tasks are here

Statement 1

Statement 2

Update

Figure 6. Editing filters categories and statements
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QualiExplore Editable Tree

: =Platform information quality

! —Collection quality

! = Accuracy

— Semantic errors

— Syntactic errors

— Typographical errors

—Bias
Sample bias
Selection bias

Figure 7. Editing the tree structure

Edit Sources and Links x

Semantic error

The semantic problem is a problem of linguistic processing. It relates to the issue of how spoken
utterances are understood and, in particular, how we derive meaning from combinations of speech
sounds (words). 1

https://www sltinfo.com/the-semantic-problem/

[ I want that customers can track my products.

[ I want to negotiate with partners.

[ I want to upload products.

[ | want customers to find my products.

[ I want customers to trust my company.

[ I want to understand cyber-attack risks

[ 1 am concerned my information is erroneaus.

[ 1 am concerned that my information is incomplete.
[ 1 do not want my information to be contradicting.
[ 1 am concerned that my information is outdated.
[ My infarmation should be credible.

[ I want to connect sensors to the platform.

| TRV PHSPAF S S ha

Figure 8. Editing filter descriptions and filter statement assignments

i4Q D3.10 - QualiExplore for Data Quality Factor Knowledge
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123 Knowledge base

i40% covers knowledge about data quality factors. For the user, a factor has a description, a
source/reference for it, and a position in the tree-structure. Besides, factors belong to specific
filter statements.

QualiExplore’s original version stores the factor knowledge in files (JSON format). i40 changes
this structure to a database making it more flexible to extend and modify. A document database
stored the knowledge as an intermediary solution in this deliverable. This version uses a graph to
represent factors and filters. This change simplifies further improvements, such as presenting
relations between factors and filter statements. Users will not see the difference in the front-end.

124 Natural language interface
The most innovative part of the QualiExplore improvements in i4Q is a natural language interface
to interact with quality factor knowledge. This feature grounds on a chatbot that users can access
while using i4Q%, It accesses the knowledge base, and users can ask about production data quality
factors. Figure 9 illustrates the first step of the user interaction.

QualiExplore

Step - 1
Select one or more items that fit to the task that you would like to do. QualiExplore will show you factors that influence the
quality of the information that you can use in your task.

QualiExplore Assistant

Hello, | am the QualiExplore
assistant. | am an artificial

® Goals

[ I want to track other's products.

[ I want that customers can track my products.

[ | want to negotiate with partners.

[ I want to upload products.

[ 1 want customers to find my products.
[ I want customers to trust my company.
[ I want to understand cyber-attack risks.

© Information

[ | want to use another forms.

[ I want to upload files on cloud.

[ | want to keep my information secret.
[ | want to keep my information locked.

© Quality

[ 1 am concerned my information is erroneous.

[ 1 am concemed that my information is
incomplete.

[ I do not want my information to be
contradicting.

[ I am concerned that my information is
outclated.

[ My information should be credible.

® Sources

[ | want to connect sensors to the platform.

[ | want to use platform forms.

[ | want to work with maintenance reports.
[ | want to upload files.

[ | want to connect/use a third party tool

intelligence.

| can help you find information
about data quality. You can start
by describing your interest in data
quality to me.

If you write me, you agree that |
keep a temporary record of the
conversation. This is necessary for
me to understand you.

Type your message here..

Figure 9. User opens a conversation with chatbot

The following interactions result from legal obligations (e.g., emerging Al Law) and best practices
of building chatbots. The entire conversation is a series of turns where the user and the bot
exchange their messages. The bot will initiate the conversation after clicking the chat icon.

The bot revealing itself is an obligation resulting from the emerging EU Al Act (Section 5.2.4.).
Typically, chatbots also inform the user about their purpose in the first conversation turn.

Chatbots can create and record personal information about users, e.g., log their IP address,
maintain a conversation history, or store their name to personalize the interaction. Therefore,

i4Q 14



chatbots are subject to the General Data Protection Regulation (GDPR) and its legal obligations.

It informs the user in the first turn about the fact that it may collect personal information.

Any further turns depend on the user — users familiar with the bot will likely ask more specific

and directed questions while novices will likely be more explorative.

A typical interaction is asking for the bot’s capabilities to understand the features. Capabilities for

the assistant are illustrated in Figure 10.

QualiExplore Assistant

| can help you find information

about data quality. You can start

by describing your interest in
data quality to me.

If you write me, you agree that |
keep a temporary record of the
conversation. This is necessary
for me to understand you.

What can you do

You can do the following:

What influences data
quality

Ask about data privacy

Type your message here..

Figure 10. User asking for the assistant’s capabilities

Besides the initial GDPR-related information, the chatbot has features to answer questions related

to the GDPR. Figure 11 summarizes some questions.

i4Q D3.10 - QualiExplore for Data Quality Factor Knowledge
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QualiExplore Assistant

do you have my personal
information

If | had your personal data, |
would provide you a file to
download all your data.

who is your dpo

You can get in contact with my
data protection officer via email:
<add i4q email here>

which personal data do you
collect

| keep a temporary record of this
conversation.

Type your message here..

Figure 11. User asking for information about data privacy
The remaining interactions allow illustrating how users access the factor knowledge.

Figure 12 illustrates an example dialogue demonstrating an interaction between a user and the
bot. The user asks for an overview (redirect to tree view page) and then about a specific interest
where the bot responds with related factors.

i4Q D3.10 - QualiExplore for Data Quality Factor Knowledge 16



QualiExplore Assistant

)
Please check this page
http:/fidg-dev.ikap.biba.uni-
bremen.de:4200/#/qualiexplore
[factors?ids=%5B%5D

| am interested in sensors

Anything else?
No

So, your interested filters are -
Sensors,

The following factors matches
your interest

+ Metadata
s Access logs

Type your message here..

Figure 12. Dialogue to access quality factor knowledge

i4Q D3.10 - QualiExplore for Data Quality Factor Knowledge
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2. Technical Specifications

i4Q% version 1 consists of three essential components (refer to Figure 13): a website (front-end)
that uses the Angular framework, the APl manager GraphQL to simplify working with multiple
services, and a MongoDB database to store and organize the data quality factor knowledge. i4Q%
version 2 replaces the MongoDB with a Neo4J graph database and introduces a natural language
interface realized through a chatbot. This bot uses Rasa Open Source and a custom-built dialogue
model. Figure 13 presents the architecture for i40° with the expected inputs and outputs.

i4Q D3.10 - QualiExplore for Data Quality Factor Knowledge 18



pkg External Data Input J 1-i4Q_QE )

pkg 1-40_FQ Output )
=4PlatformTiers> ==<System Function=> =<System Funclion=> <<Platform Tier>>=
Digital Models and Vocabularies Providing information about data guality factors Editing of the knowledge base Digital Models and Vocabularies
quest o
User creates visual input User receives visual cutput
I =<System Function=> ==System Function=> I
<=solution element== Authenticate user Manage frontend requests <=solution element==
Software = Angular website =dmin us= Software = Angular website
> &P >
Interface = REST Register Process frentend requests, Interface = REST
Data = JSON structure Login query database, send ==System Function>> Data = JSON structure
Time = Real time response to frontend Update factor Time = Real time
regulsr user ¥ Upcate dats quality factor ||
information
=<System Function=> ==System Function=>
embadas Manage token Authorize user =<System Function=> ==System Functions> embedds
. — Read factors Create factor
Generate access tokens for Check access tokens for
- - regular users and admins regular users and admins Read the data quality factor Add a data quality factor to ] - -
User creates input via nformation to visualize the database User receives output via
natural language them natural language
==solution element=> database ‘ ==Systam Functions> | =<=solution element=>
Software = Javascript code response ==Zystem Function=> Delete factor Software = Javascript code
Interface = REST Filter factors Interface = REST
Data = JSON structure Text * Remove = data quality | | Data = JSON structure
Time = Real time Filters allow users 1o scope factor to the database Time = Real time
reading

=<System Function=>
Persist quality factor knowledge

| pkg Raza ) | l
==System Funclion=>
Send user message to ==System Function=> <=System Function=>
chatbot | Rasa Sarver Read database Update database
Send user message to the "] Read one or more entries Create entry
chatbot REST API P Update entry
Delate entry
Action Sarvar

<<3ystem Function==
Send chatbot message to

frontend
ronten

Send user message fo the
chatbot REST AP

|ast updated: 07.07.2021

Figure 13. i4Q% architecture
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3. Implementation Status

3.1 Current implementation

ID Requirements Progress descriptions

BIBA2rl | QualiExplore shall be accessible via a | QualiExplore has an Angular-based
website (it is a web-based solution). front-end accessible via a web browser.

(fulfilled)

BIBA2r2 | QualiExplore users shall be able to create, | QualiExplore has a (new) editing
edit, and delete factor descriptions. environment for filters and factor

knowledge. (fulfilled)

BIBA2r3 | QualiExplore factor descriptions shall be | We will extend and improve factor
intelligible and relevant. knowledge during the i4Q project.

Current descriptions are the first
versions not tested and refined yet. (not
fulfilled)

BIBA2r4 | QualiExplore users shall be able to filter | QualiExplore uses filter statements to
factors (to reduce cognitive load). highlight the most relevant factors.

Version two allows users to describe
their interest in data quality factors via
natural language. (fulfilled)

BIBA2r5 | QualiExplore contents should adopt | QualiExplore uses the conceptual
acknowledged terminology from | grounding of D3.1 “i4Q Data Quality
standards and literature (credibility). Guidelines” and terms from ISO

standards. (fulfilled)

BIBA2r6 | QualiExplore shall use terminology used | QualiExplore’s factor knowledge does
in other i4Q solutions (coherence). not yet contain specific terms from other

i4Q solutions. We will align during the
evaluation. (not fulfilled)

BIBA2r7 | Other i4Q solutions might integrate | Other solutions made no specific
QualiExplore as a HTML/JavaScript | integration requests yet. (not relevant)
widget (usability/ease of access).

PC5r7 Quality issues/defects root cause analysis | QualiExplore could support the process
shall be realised using integrated data | as a measure to raise awareness for
from production processes by the | production data quality. (not relevant)
application and integration of several i40
solutions, such as the 40 DA, i40 BDA
and i4Q_AD

PC3rl The system shall predict the product | QualiExplore does not predict data

conformity.

quality. (not feasible / out of scope)

i4Q D3.10 - QualiExplore for Data Quality Factor Knowledge
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Table 2. i40% requirements
3.2 Next developments

We will adjust the implementation and the knowledge base during the evaluation and fix bugs.
The planned major releases are as follows:
3.0 December 2023 Final version with content updates and bug fixes

Table 3. Release Dates

3.3 History

1.0 June 2022 Editing environment, MongoDB integration, Chatbot widget
implementation (no backend)

2.0 December 2022 Chatbot integration, Neo4J graph database integration, content

updates

Table 4. History

i4Q D3.10 - QualiExplore for Data Quality Factor Knowledge 21



4. Conclusions

This deliverable summarized the features, technical architecture, and implementation status for
i4Q%. The current implementation mainly allows first tests with end-users to improve the
contents in the knowledge base. We will perform these tests in parallel with the evaluation of
D3.9 “i4Q Data Quality Guidelines” because i4Q% is complementary to the proposed guideline.

Critical challenges are a) identifying the relevant quality factors and understandable descriptions
and b) designing the dialogue model for the natural language interface (chatbot). The latter is a
new application domain for chatbots, which means the reliability of the chatbot may require
substantial improvement over time.
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Appendix |

i4Q QualiExplore (i4Q%) web documentation can be accessed online
at: http://i4q.upv.es/2_i40 QE/index.html without putting the information in the deliverable as it is
already in the web page.
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