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1. Astroturfing

MacoBo cnogensiHe Ha WHopmauusl, KOSTO Ha NPbLbB MOrnea U3rnexaa CroHTaHHO
Bb3HMKHaNa, HO B AEWACTBUTENHOCT Ce PasnpocTpaHsiBa Ype3 MHOXEeCTBO dhaniunsu
npocunn 1 oTpassiBa BbL3rMEAUTE Ha AafeH YoBeK, OBLLHOCT, nonuTuyecka napTus
unu rpyna.

2. Bash Board

(DODYM nnn 4at Cctad, Kb4eTo BCEKM MOXe Oa I'Iy6]'IVIKyBa, KaKBOTO Cu noucka. Yecto
I'IYGJ'IVIKaLl,I/IVITe CbAbpXaT ped Ha omMpasadTa U 3MOHaMepeHU TBbpAEeHUA CpeLly
HAKOro, a B NnoBe4eTo cllydan ca aHOHUMHMW.

3. Cancelled

Mpouec Ha MmacoBO OTTErNgHe Ha nogkpena KbM HAKOrO W nybnnyHoTOo My
HeodobpeHve u nopuuaHve 3a TOBa, Y€ € pasoyaposBan ayauTopusTa CbC CBOW
n3kasBaHua u/ wnu gencteus. To3v npouec BOAM OO0 CEpPUO3HU Bpeau BbpXY
penyTauMsaTa Ha 3acerHaToTo nuue.

4. Catfishing

Cb3gaBaHeTo Ha U3MUCTIEH OHIaNH Npodhun ¢ hanwmeo CbabpXaHue, Han-4ecTo, 3a
Ja ce noasene AafdeHo Nvue Aa Briese BbB TbXKIMBa POMaHTUYHA Bpb3ka.

®

5. NeTcka nopHorpadus

Bcekun martepuan, KOWTO Bu3yarHo M306pa3F|Ba nete, ydacrtBallo B pealiHo unu
MMUTNUPAHO O4eBUOHO CeKCyaliHO nosegeHune, Unn BCcAko V|3o6pa>|<eHV|e Ha nonosute
opraHu Ha geTte 3a u3Ha4yarHo cekcyarHu uennt.

6. CSAM: MaTtepuan 3a cekcyarnHa 3noynotpeba c geua

Bcako egHo usobpaxeHve/ Buaeo (3a 3anmMc MnM Ha KuMBO)/ 3BYKO3amnuc, KOUTO
nokasBaT CeKCyallHu ,quZCTBI/IFI C y4yacTneTo Ha pete. ToBa moxe Aa BKNw4Ba "
KOMMNIOTBPHO reHepupaHu MaTepuanu, KouTo n3obpassasar nuue, NpunuyaLlo Ha gete.

7.CSAIl: Obpa3u cbe cekcyarnHa 3noynoTtpeba ¢ aeua

To3n TepMuH e ¢ NogobHo 3HayveHne Ha CSAM, HO ce oTHacs A0 M3obpaxeHus
Tyk ce BKMIOYBAT CHUMKW, BUAEa WM CbAbPXaHue, NpegaBaHo Ha *wuBo. This
may include still images, video, or live stream content.

8. Cyberbullying

KnbepTopmo3s e yHumkaBaHeTo, n3naraHeTo 1 3annalBaHeTo OHMavH Ha
HSAKOro Ypes eneKkTpOHHM YCTPOMCTBa KaTo TeNedoH, KOMMATLP U1 Ap.

1KakTo e onpeneneHo B JlaHaapocTckaTa KOHBEHLWSA, JOCTbNHA Ha criegHus agpec: hitps:/rm.coe.int/1680084822 a



9. Cyberstalking

KubGepnpecrneaBaHe e W3MNON3BaHETO Ha WHTEPHET MPOCTPAHCTBOTO W ENEeKTPOHHU
YCTPOWCTBa, 3a Aa ce AebHaT 1 TOPMO3AT Xopa OHMalH Ypes3 pasnpocTpaHeHue Ha
MBXNUBM OOBMHEHUS M KNEBETW MO TeXeH agpec; NpUcCbeavHaBaHe KbM rpynute, B
KOWUTO YneHyBa CrefeHUAT; U3npallaHeTo Ha 3analBally CbobLLeHVs; Cb3daBaHETO
Ha dpanwueu npodwnu, € KOMTO [Ja noceljaBa NpounUTe Ha credeHus B
coumanHuTe Mpexu; HeNMpeKbCHaTo U3npatlaHe Ha CboGLLEeHUs; BUA KubepTopMos.

10. Deepfake

Ynotpe6arta Ha M3KYCTBEH MHTENeKT 3a 06paboTBaHeTO Ha CHUMKOB, BUOEO M ayauo
mMaTepwarn 3a cb3faBaHeTo Ha (harluMBO CbAbpPXKaHWe, KOeTO U3rMexaa peannucTUYHo.
Hait-yecto ce nmuTMpa yyacTme Ha nuua B CUTyaLMW, B KOUTO HE ca NpUCLCTBanu
[OeViCTBUTENHO WUNK HeLwo, KOeTo He e BUMo KasaHo.

11.Denigration

OHnanH/ BUpTyariHo 3nenocTaBsHe Ypes uanpatiaHe u nybnnkyBaHe Ha 3roHaMepeHn
criyxoBe (BKITIOUUTIIEHO KITHOKW) 3@ HSIKOTO, 3@ [la Ce HaBpeaw Ha penytauusita My unu
NpuATENCTBOTO My C ApYrx xopa.

12. Exclusion

YMULLNEHO M3KIOYBAHE Ha HAKOrO OT OHManH rpyna vnm vrpa.

13. Flaming

BpaxagebHo obLiyBaHe B oHNaviH cpega (nocpeacTBOM €NeKTPOHHU CbobLLeHus),
KOEeTO BKMioYBa ynotepebarta Ha BynrapeH 1 HENpUnmMyeH esuk.

14. Griefing

YMULLINEHNSAT TOPMO3 OT HSIKOTO OT UrpaymTe No BPeMe Ha OHMNawH urpa, HapovHo Aa
NPOBOKMpa pa3fpa3HeHNEe y OCTaHanNUTe urpayu.

15. Grooming

U3rpaxgaHeTo Ha JOBEpPUE U eMOLMOHAarIHa Bpb3ka C HAKOTrO OHMaiH C Len Ha no-
KbCeH eTan ga My ce HaBpeau. OBYKHOBEHO HACUITHUKLT Npunara Tasv TakTuka, 3a aa
NPUHYZMN HSIKOTO (Y4eCTo AeTe) la U3BbPLUM HELo CbC CEeKCyarneH NOATEKCT KaTo Harp.
[a 13npaTtu BUOEO UM CHUMKA CbC CEKCYaIHO CbabpXaHue; (HSMa eKBUBANEHT)



16. Hacking

3noHamepeHo 3aobukansHe Ha 3aluTarta u HaxrnyBaHeTo B cuctema/ ycTponcTso/
ainose.

17.Happy Slapping

KpaiiHa popma Ha xynuraHcTBo/ TOPpMO3, NpW KOATO (hM3NYECKO Hacumnme ce 3acHeMa
Ha eneKTPOHHWN YCTPOWCTBA KaTo TenedoHn 1 crief ToBa ce pasnpocTpaHsiBa OHManH.

18. Hate raids

ABneHue, nos3HaTo OT Tyny nnatdopmarta 3a remm CTPUAMUHS, KOETO ce u3passisa B
MacOBO 3arMBaHe Ha kaHanuMTe Ha cb3gaTenuTe Ha CbabpXaHue ¢ rpybu, omMmpasHun n
3rno6HM 06uan. Toa 3anoHamepeHo noBeaeHne 0OUKHOBEHO € HACOYEHO KbM XXEHW,
LiIBETHOKOXM, XOpa C pasnuyHa cekcyariHa OpMeHTaums u T.H.

19.1dentity Theft or Impersonation
Kpaxba Ha nuyHa nHdopmaums, KosTo crieq ToBa Aa 6be nsnonssaHa BbB Bpeaa Ha

XepTBaTa M B nonsa Ha kpageua (BKM. NpeAcTaBs ce 3a Apyr YoBek, nybnukysa oT
HEeroBo/HenHo nme 1 Ap. noa.).
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20. CekcyanHo Hacunue, 6asnpaHo Ha ob6pasu

3acHemaHeTo/ pa3nocTpaHEeHNETO Ha UHTUMHM U/ MU cekcyanHu nsobpaxeHus 6e3
cbrnacue.

21.Impersonation

MpeacrtaBaHe nog 4yxga CaMONUYHOCT 4pe3 pasbumBaHe Ha Heuun npocpun,
nybrnvkyBaHe Ha CbAbpXaHue W u3npawaHe Ha cboblieHns OT Hero, 3a ga ce
3MnenocTaBu U/Unun NPUYMHAT HENPUATHOCTM Ha XXepTBaTa U HelnHaTa penyTauus.

22. Indecent Images of Children

HenpunuyHn n3obpaxeHns Ha geua/ HEMbITHOMNETHW, Ha KOMTO Te 0OMKHOBEHO ca
pa3cbbneyeHu.

23. Online sexual violence/ Cybersexual violence/
Technology-facilitated sexual violence

M3anonssaHe Ha gurutanHu TeXHOMormu, 3a ga ce ynecCHM HaHacAHeTO Ha BUPTyalHu
nnn peanHu speaun. Mono6Ho noBeaeHWe BKIOYBA

2KakTto onpeaensat Henry and Powell, 2016. locTbnHo Hat: https://journals.sagepub.com/doi/abs/10.1177/1524838016650189 g



MHOro )OpMU: OHNawH obuan unu cnegeHe, pasnpoCTpaHeHWe Ha MHTUMHU 3anucu,
npvMamBaHe W OHMaVH eKkcnnoartauus Ha Aeua OT Bb3pacTHWU, KOUTO yCTaHOBABAT
KOHTaKT B VIHTEpHET C Len cekcyanHo noceraTencrBO, OHMavH CekcyaneH TOpMOo3,
u3HyaBaHe v gp. noA.?

24. Online Violence/ Cyberviolence

M3non3eaHe Ha KOMMIOTbPHY CUCTEMM, 33 Oa Ce MPUYMHAT W YNEeCHAT 3annaxu u/ unu
Hacunue cpelly OafeHu nuua, KOeTo MOXe da AoBede OO0 duanyecka, cekcyarHa,
MCMXOnoryyecka unM NKOHoMUYecka Bpeaa unu ctpagadvie. Tosa Moxe [a BKo4vsa v
eKcnnoaTMpaHeTo Ha Oo6CToATEencTBaTta, ysA3BMMOCTTA WM Xapaktepa Ha [JafeH
YOBEK.

25. Online sexual coercion and extortion

CnopensiHe Ha cekcyanHuW W306paxeHust unu MHGOPMauMUs OHMakH Wnu 4pes
M3non3BaHe Ha OWMMTanHW TEXHONOrMW C Len usHyaBaHe. TS MoOxe Aa BKIYBa
3annalwBaHe Ha xepTBaTa c orneg duHaHcoBa obnara, cekcyanHa 3noynoTtpeba unm
ekcnnoartauua. ,El,pyr MOTUB MOXe Oa 61>,r:|,e OoMpasa unu nonyyaBaHe Ha BHMMaHueE B
coumanHnTe Mpexu.

26. Online sexual assault and harassment

[MonyyaBaHe Ha cekcyanHu 3annaxv Unu NpuHyxaaBaHe KbM yvacTue B CeKCyarHu
0EenCTBUSA OHMamrH, KakTo 1 U3HYBaHETO CbC CEKCyasrlHO CbAbpXKaHue.

@

27.0uting and trickery

MoanbreaHeTo Ha HAKOro Aa crodenu CBos TaiHa Unu anenocTasalla UHopMmaLms,
KOSITO crefd ToBa Aa Gbe pasnpocTpaHeHa OHMaH.

28. Pharming

MeToa, ¢ KOMTO M3MaMHUUMTE CbOMpaT NUYHa MHopMauus OT NoTpeduTenuTe kaTto M

npenpatiaT KbM CbaJ'ILLII/IBVI canToBe, KOUTO Ha NpbuB nornen narnexaar OEeVCTBUTENHN.

29. Phishing

MeTopg, ¢ konTo ce Nnpuaobmea NMYHa MHopMaLms, OBMKHOBEHO Ype3 n3npaLlaHeTo
Ha N3MaMHU UMennu.

30. Self-generated content

OTKpUTO cekcyarnHu n3obpaxeHusi n Buaea C y4acTMeTo Ha Aeua, CrofeneHu
OHManH. B HaKou criyyaun geuarta camy 3aCHEMaT M pasnpocTpaHsaBaT TakvMBa
CHUMKM, cendpuTta, BUaea B COLManHUTE Mpexu.



31.Sexting

M3npalyaHeTo Ha TEKCT, CHUMKW, BUAEO CbC CEKCyarnHo CbAbpKaHue B ONuT Aa ce
NpOBOKMpa CekcyarneH oTroBop.

32. Sextortion

Bua n3HyaBaHe, Npu KOETO AafeHO NiLe Ce 3annalliBa ¢ pasnpocTpaHeHe Ha HErosu
oM CHUMKM.

33. Sexual Abuse Online

Bcunukn hopMu Ha cekcyareH TOpMO3, C KOUTO Ce LieNnii MaHUMynMpaHeTo Ha HSKOro,
3a f1a 6baeBbBEYeH B CekcyarHa AenHoCT.

34. Sexual harassment

CekcyaneH TOpMo3, C KOMTO ce Npean3BMKBa CMYyLLIEHME N0 BepbaneH unm
HeBepbaneH Ha4vH C Uen nonyyaBaHe Ha cekcyarnHu obnaru.

35. Trolling

WNHTepHET XynuraHcTBO, C KOETO Ce 3arnodesa Ccrnop, 3a [fda MnpoBOKMpaT Xxopa
(noGpoHamepeHM U eMouMOHarHW) ¢ Len da M 3acpaMsT WM pasrHeBAT uypes
Hanagkv 1 o6uan, KOUTO YeCTo ce OTNPAaBSAT OT YoBeK ¢ dpanime npodpun; Lienute Ha
TponoBeTe ca olle Aa paspyliaT U3uano AafeHa AUCKYCUS U [a HanoxaT cBosATa
rneaHa Touka.

36. Uploading

3acHemMaHeTo Ha 3acpamBalLy CHUMKM UMW BUAEO OT HAKOro, KOMTO M nybnukyea
u/ unu nsnpawa Ha gpyrm xopa 6e3 cbrnacueTo Ha 3acHeTus; (Hama
€KBMBAseHT).




CbKpaweHua w

FPYYMWUHT AyMMU

CNMCHK Ha 4eCTO U3N03/1BaHMU Aymu

OHNaMH OT HaCMAHULUMTE Ha Aela




1.ASLP

C'praLlJ,eHVIe, KOETO O3Ha4aBa Bb3pacT, NoJi, MeCToHaxoXxaneHmne, CHMMKa.

2.CD9

KogoBo cbkpaweHne Ha Code 9 (Kog 9), ¢ KOMTO Mnagexure cu
CUrHanuampaT, 4Ye He wMoraT [f[a pasroBapsiT CBOOOAHO, 3aloTo uma
poauTenu, yumtenu u Apyru Bb3pactHn B 6nun3ocT.

3. CU46

CbkpalleHune, KOeTo 03HavaBa ,a ce BUANM 3a Cekc’.

4. IRL

Ha »wBo/ B »nBUS XX1BOT.

5. KPC

Heka pa ObPXUM poanuTennTe C B HeBeaeHune.

4

6. LMIR

CbkKpallieHune, KOeTo 3Haun ,Heka aa ce Buaum Ha xuBo“. OBUKHOBEHO ce
n3npawa crneg npouec no oHMawH rpyMMUHT, KOMTO € YCTaHOBWU LOBEPUTENHA
Bpb3Ka MeXay AeTeTO U HaCUITHUKA.

7.NIFOC

CpraLu,eHme, KOEeTO U3NCKBa AEeTETO Aa € rosio npen Kkameparta.

8. PAW

Poautenute mu rnegar

9. PIR

CobobLeHune oT xepTBaTta, KoeTo cbabpxa ‘PIR’ npegynpexaaBa HacUHKKA,
ye MMa poauTen B CTasiTa U He e NoAXoAdsLWo Aa ce roBopu no TenedoH unm
BUOEO yar.



10. RU18

CobKpalleHue, KoeTo 3Haum ,Mmaw nn 18“?

11.S2R

ManpaTtu, 3a ga nony4umw. Manonaea ce, koraTo ce Uckat rofiv CHUMKMU.

12.99

Poautenute mu rnegar.

13.9

Poantenute mu Beye He rnegar.




YecTo n3non3BaHu
NPUNOXKEHUA N NNAaTGOPMU OT
HAaCMAHWLUM Ha aeua




Siype | I 30.0%
Snapchat | [ 20.9%
Facebook | [ 24.0%

ik | I 23.0%

Omegie | 19.3%

Hali-uecTto cnomMeHaBaHUTE NPUNOXEHUSA, NNaTPopMmU U TEXHONOIMU, KOUTO

NONULIECKN CRYXUTENN CboBLLABAT, Ye ca MaeHTUULMPani Npu WhatsApp | [ 12,3%
pa3crieaBaHNsTa C1 Ha NPEAABAHO Ha XMBO CeKCyanHo Hacunme Hag Aeua. Osn _
Ha PECMOHAEHTUTE, NMOCOUNUNN KOHKPETHOTO NMpUNoXeHne/nnaTgopma: Tiktok |7 9,6%

LiveMe | Y 9,6%
Instagram | [ 8.6%
Zoom [ 7,0%

Periscope | [ 5,0%

10% 20% 30% 40%
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Hali-yecto cnomeHaBaHUTE O0GMa4yHu ycnyru 3a CbXxpaHeHue, KOUTo
nonuvuanTe AOKNaaBaT B pa3crneaBaHMsaTa CU Ha OHManH CekcyarnHa
anoynotpeba Ha geua. [Ian Ha pecnoHOeHTUTE, KOUTO Ca NOCOYUNN KOHKpeTHaTa
obnayHa ycnyra 3a CbXxpaHeHue:

3 MpunoxeHne n Nnatgopmu, U3MNON3BaHN 3a CbXpaHeHUe 1 pasnpocTpaHeHre Ha MaTepuani Cbc
cekcyanHa ekcrnnoartaums Ha geua. floctbnHo Ha:https://www.datocms-assets.com/74356/1662373940-
netcleanreport-2019.pdf

Dropbox

Google Drive/
Google Photos

Mega
Onedrive
iCloud
Box

Yandex

Adobe Creative
cloud

46,5%
26,1%
25,5%
19,7%
5,1%
2,5%
2,5%
\ \ \
20% 40% 60% 80%

80,3%



PakTn 3a npoekra

CbKpaweHue
LEAGUE Mporpama Tema

Mporpama ,['paxkgaHn, paBeHCTBO,

npaea n LeHHocTn" CERV-2021-DAPHNE
HanmeHoBaHue
OO6yueHune Ha ekcrnepTu C Len orpaHn4yaBaHe Ha cekcyanHarta
ekcnnoaTaunsa U HaCUNMEeTOo Haa, HEMbMNHOMNETHM MOMYeTa B OHNanH Hauano MpoabrmKnTenHocT
NPOCTPaAHCTBOTO deBpyapn 2022 . 24 meceua
KoopauHaTtop

®oHnauus Mpaso u ViHTepHeT NapTHbopu:  ®oHgaums Mpaso u MHTepHeT (LIF), Bbnrapus

Centre for Research and Technology-Hellas (CERTH),
Mepums,

CESIE, Utanus

Institut Pravnih Znanosti, Raziskave in Razvoj na
AoroBsop 3a hunancupane Ne. Bun Podrocju Prava (OPHIZ), CrioBeHust

101049294 CERV-PJG SYNYO GmbH (SYNYO), AscTpusi



LAW AND INTERNET

FOUNDATION
S G cesie

| RE FOR

4 %ﬁj EEEEﬁgCH&TECHNOLOGV M theworldiconlyone crearure

Mo o
®uHaHcupaHo oT lNporpama [ paxgaHu, paBeHCTBO, NpaBa U
LleHHOCTUK" Ha EBponencknsa cbos3, 4OroBop 3a MU3MbIiHEHNE

Ne 101049294,
ESEARCH % SYNYO

To3u LOKYMEHT 1 HEroBOTO CbAbpXKaHWE ca OTTOBOPHOCT €AUHCTBEHO Ha aBTOpUTE My
1 MO HWKaKbB HAYMH HEe MOraT [a ce cuMTaT 3a OTpassBalum Bb3rneanTe Ha
EBponenckaTta komucus.



NocnegBanTte HU &
U Hay4eTe noseye 3a
HaluuTe MHULUATUBU

COLUUANTHN MPEXWU

Twitter: @league_projectl LinkedIn: LEAGUE
Project

Instagram: league_project Facebook: League

CBBPXETE CE C HAC

Ld project-Teague.eu

&4 office@netlaw.bg



